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LEGAL SUPPORT FOR INFORMATION SECURITY OF LEGAL ENTITIES UNDER

LITHUANIAN AND UKRAINIAN LEGISLATION

In the rapidly evolving digital landscape, the safeguarding of information security for legal
entities has emerged as a critical concern. This article investigates and compares the legal
frameworks governing information security for legal entities in Lithuania and Ukraine,
addressing the pressing need to understand and enhance legal support in this field. The
relevance of this research stems from the escalating challenges posed by cyber threats,
necessitating a robust legal infrastructure to fortify information security. The study delves into
the fundamental elements of information security as mandated by Lithuanian and Ukrainian
laws. It analyses the legislative provisions, compliance requirements, and institutional
mechanisms established in both jurisdictions to protect sensitive data and mitigate cyber risks
faced by legal entities. A comparative analysis is conducted to elucidate the similarities,
disparities, and effectiveness of the respective legal frameworks.

This research employs a multifaceted methodology and scientific methods to achieve
comprehensive insights. It involves an extensive review of existing legal texts and regulations
pertinent to information security in Lithuania and Ukraine. Additionally, case studies and
practical examples are utilized to contextualize the application and enforcement of these legal
provisions. The results of this study highlight the strengths and shortcomings within the legal
frameworks of both countries concerning information security for legal entities. By examining
the practical implications and challenges faced by businesses in adhering to these laws, this
research aims to provide valuable insights for Ukrainian and Lithuanian companies concerned
with maintaining a high level of their information security.

In conclusion, this article underscores the critical importance of a robust legal framework in
protecting the information security of legal entities. It offers a comparative analysis of
Lithuanian and Ukrainian legislation, presenting valuable findings and recommendations to
fortify and harmonize legal support for information security in both jurisdictions.

Key words: information security, cybersecurity, legal entities, critical infrastructure, legal sup-
port, information protection measures.

Original Article

INTRODUCTION. The development of the in-
formation society and processes of globalization
undoubtedly form the basis for effective socio-
economic progress. However, alongside this, the
information systems of legal entities have become
extremely vulnerable to the realization of cyber
threats and attacks.

In contemporary circumstances, information
security stands as one of the most critical compo-
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nents of national security. An analysis of Ukraini-
an and Lithuanian legislation, scientific sources,
jurisprudence, as well as judicial practices, pro-
vides grounds to assert that the current state of
addressing the legal protection of the information
security of legal entities indicates the necessity to
develop new approaches to understanding this
form of legal protection, particularly in the context
of intensifying Euro-integration processes. In this
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regard, it is crucial to conduct additional new re-
search on the legal support of information security
for legal entities in accordance with the legislation
of Lithuania and Ukraine. This is because the in-
formation security of legal entities directly im-
pacts the security of critical infrastructure, upon
which, in turn, people’s lives depend.

A high level of information security stands as
one of the key prerequisites for the full-fledged
functioning and operations of enterprises, institu-
tions, and organizations. However, a low level of
information security can inflict more damage than
physical destruction, as evidenced by widespread
hacker attacks on critical infrastructure objects in
Ukraine. This research is particularly pertinent
and essential in the face of a sharp increase in
cyberattacks directed at Ukraine and the Europe-
an Union (EU). Currently, active participation in
the establishment of an effective “European cyber
defence” and the efficient implementation of new
European legislation in this field in Lithuania and
Ukraine is exceedingly crucial. Therefore, the
primary idea of this research lies in the develop-
ment of new approaches and the enhancement of
existing methods for legal protection the infor-
mation security of legal entities in Ukraine, based
on the experiences of successful countries
worldwide, especially Lithuania.

PURPOSE AND OBJECTIVES OF THE
RESEARCH. The purpose of the research is to elu-
cidate the essence of the concept and fundamen-
tal elements of legal support for information se-
curity of legal entities in Ukraine and Lithuania.

Project objectives include: to investigate the
prerequisites for ensuring this type of information
security; to find out the place of information secu-
rity of legal entities in the national security system;
to investigate the regulatory foundations of the
mechanism of information security of legal entities
in Ukraine and Lithuania; to reveal the problems
of legal provision of information security of legal
entities in Ukraine and Lithuania and to deter-
mine possible ways to solve them.

METHODOLOGY. The methodological basis of
this article is a set of philosophical, general scien-
tific and special methods of scientific knowledge.
Among the philosophical methods, the dialectical
method was used. The problem of ensuring in-
formation security of legal entities is complex and
multifaceted and, therefore, in its study it involves
the use of the specified method, which is mani-
fested in the study of legal essence and precondi-
tions for ensuring information security of legal
entities in Lithuania and Ukraine; when revealing
the concept and structure of information security
of legal entities as an object of legal protection,

and as a phenomenon that is connected with oth-
er phenomena of social life, permeates the sphere
of informational, social and other types of social
relations, and which undergoes constant changes,
rapidly develops. Among the general methods of
research, analysis was mainly used to reveal the
essence and elements of legal protection of in-
formation security of legal entities as an interme-
diate result in the study of the general problem of
such protection, which made it possible to single
out a number of features and signs of this type of
legal protection. Among the special methods, the
comparative legal method was used, for compar-
ing the legislation of Ukraine and Lithuania, in
researched area.

RESULTS AND DISCUSSION

1. The legal essence and preconditions for
ensuring information security of legal entities
in Lithuania and Ukraine

Lithuanian legislation defines a legal entity as
an enterprise, institution, or organization with its
own name that can independently acquire rights
and obligations, act as a plaintiff or defendant in
court proceedings!. Furthermore, when analys-
ing the societal relations associated with the in-
stitute of legal entity, Lithuanian lawyers com-
monly refer to the terms “firm” or “enterprise”,
while economists and legal professionals use
these terms interchangeably (Tikniiité, 2008,
p. 68). The Civil Code of Ukraine provides a near-
ly identical definition of a legal entity. In particu-
lar, according to Part 1 of Article 80 of this regu-
latory document, a legal entity is an organization
created and registered in accordance with the
law. Legal entities can be established in the form
of associations, institutions, and other forms
stipulated by law?Z.

Simultaneously, to uncover the essence and
prerequisites for ensuring the information security
of legal entities, considering their diverse range,
types, and ownership forms, the greatest scientific
and applied interest will revolve around the objects
of critical infrastructure. This is due to the fact that
the security of critical infrastructure objects direct-
ly impacts the lives and health of humans, as well
as the functioning of other associated institutions,
organizations, and business processes.

1 Seimas of the Republic of Lithuania. (2000).
Civil Code of the Republic of Lithuania (Law No. VIII-
1864).  https://e-seimas.Irs.It/portal/legalAct/It/
TAD/TAIS.245495.

2 Verkhovna Rada of Ukraine. (2003). Civil Code
of Ukraine (Law No. 435-1V). https://zakon.rada.gov.
ua/laws/show/435-15.
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Overall, both in Lithuania?! and in Ukraine?,
critical infrastructure objects are defined as
infrastructure facilities, systems, their compo-
nents, and their entirety, which are essential for
the economy, national security, and defence. Dis-
ruption in the functioning of these objects can
cause harm to vital national interests of a particu-
lar country. Objects of critical infrastructure are
most frequently subjected to negative influences
and attacks by malevolent actors. Threats to the
information security of critical infrastructure ob-
jects emerged almost concurrently with the ad-
vent of the information environment. At first, the
main threats to information security were consid-
ered to be malicious actions such as theft of infor-
mation from computers, unauthorized use, and
corruption of information on computers. Later,
with the development of information and commu-
nication networks, information-communication
and digital technologies, digitalization, and auto-
mation of business processes, information insecu-
rity evolved into the means of disseminating unre-
liable information through networks and viruses.
Currently, security concerns apply to almost all
entities within the global digital environment, in-
cluding individual enterprise (Kachan, 2017).

Considering that information is generated in
all spheres of activity and ensures the execution
of various functions and tasks faced by different
entities, primarily legal entities, it is essential to
define the concept and content of information
security as an activity aimed at creating condi-
tions for development. There are various ap-
proaches to defining the concept of “information
security”. Let’s highlight two approaches that, in
our opinion, are the main ones. The first approach
is the study of the regulatory-legal group (based
on the analysis of regulatory acts), and the second
approach is the analysis of the doctrinal group
(based on the analysis of the definition of the con-
cept in the works of scholars and researchers).

Within the regulatory-legal group, it is crucial
to mention the Constitutions of Ukraine and the
Republic of Lithuania. According to Article 17 of
the Constitution of Ukraine, the protection of sov-

1 The Methodology of identifying the infor-
mation infrastructure of special importance adopted
by the Resolution of the Lithuanian Government on
the implementation of the cyber security law adopt-
ed on 13 August 2018, No. 818, which was later
amended on 5 December 2018 by Government Res-
olution No. 1209.

z Verkhovna Rada of Ukraine. (2021). On Criti-
cal Infrastructure (Law No. 1882-IX). https://zakon.
rada.gov.ua/laws/show/1882-20.

ereignty and territorial integrity of Ukraine, en-
suring its economic and information security, are
the most important functions of the state, repre-
senting the cause of the entire Ukrainian people3.
In turn, in accordance with Article 135 of the Con-
stitution of the Republic of Lithuania, the Republic
of Lithuania is guided by universally recognized
principles and norms of international law, striv-
ing to ensure the security and independence of
the country.

By the Law of Ukraine “On the Basic Princi-
ples for the Development of an Information-
Oriented Society in Ukraine for 2007-2015", an
attempt was made to delineate the concept of “in-
formation security”. According to paragraph 13 of
this Law of Ukraine, “information security” is de-
fined as the state of safeguarding vital interests of
individuals, society, and the state, preventing
harm caused by: incompleteness, untimeliness,
and unreliability of the used information; nega-
tive informational influence; adverse conse-
quences of information technology applications;
unauthorized dissemination, use, and breach of
the integrity, confidentiality, and availability of
information.

By extrapolating the aforementioned concept
of «information security» onto critical infrastruc-
ture objects, the Law of Ukraine “On Critical Infra-
structure” defines the security of critical infra-
structure as the state of protection where the
functionality, continuity of operation, recoverabil-
ity, integrity, and resilience of critical infrastruc-
ture are ensured. Therefore, the security of criti-
cal infrastructure encompasses both physical
protection of the respective object and protection
against informational and cyber threats.

Similar approach is employed by the Lithuani-
an legislature in the Article 1 of The Law of Lithua-
nia on the Protection of Objects of Importance to
Ensuring National Security. This document defines
objects that are significant for ensuring the nation-
al security of the state (enterprises, objects, prop-
erty, and sectors of the economy), as well as prop-
erty and territories within the protected zones of
enterprises, objects, and property deemed essen-
tial for ensuring national security. These are safe-
guarded from all risk factors that could pose a

3 Verkhovna Rada of Ukraine. (1996). Constitu-
tion of Ukraine (Law No. 254x/96-BP). https://
zakon.rada.gov.ua/laws/show/254k/96-Bp.

4 Verkhovna Rada of Ukraine. (2007). On the
Basic Principles for the Development of an Infor-
mation-Oriented Society in Ukraine for 2007-2015
(Law No. 537-V). https://zakon.rada.gov.ua/laws/
show/537-16.
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threat to the interests of national security and
eliminate the causes and conditions for the emer-
gence of such factors?.

Regarding the doctrinal group, it's worth not-
ing that there is currently no single definition of
“information security”, making it a subject of de-
bate within scholarly circles. In the scientific
works of 0. Dovgan, T. Tkachuk (2018, pp. 90-
91), information security is considered as the pro-
tection of an object from information threats or
negative influences associated with information
and the non-disclosure of data about a particular
object, which is classified as state secret. Scien-
tists defines information security also as legal pro-
tection of the societal information environment.
This ensures its formation and development in
the interest of organizations and the state overall.

Therefore, it can be concluded that infor-
mation security is:

- a complex, dynamic, integral system, with
components that include smaller security subsys-
tems (levels) for the security of individuals (per-
sons, legal);

- the state of not only technological but also
legal protection of the information environment;

- the result of managing real and/or poten-
tial threats (risks) in the information sphere.

Analysing the information security of critical
infrastructure objects, it should be noted that
among the most prevalent definitions of the con-
cept of “enterprise information security” are the
following:

- It refers to societal relations aimed at es-
tablishing and maintaining, at an appropriate (de-
sired) level, the functioning of the respective in-
formation system, including that of an enterprise.

- It involves the correlation between the lev-
el of information protection and the level of in-
formation threats, along with the aggregate of
measures and actions undertaken by authorized
individuals directed at protecting information
resources and the digital infrastructure of an en-
terprise (Abakumov, 2012, p. 13).

In our opinion, information security, like any
form of security, encompasses both a static aspect
and a dynamic one. Information security primari-
ly constitutes a process rather than merely a re-
sult. Therefore, it should be defined as a set of

1 Seimas of the Republic of Lithuania. (2002).
On the Protection of Objects of Importance to Ensur-
ing  National Security (Law  No.IX-1132).
https://investmentpolicy.unctad.org/investment-
laws/laws/246 /lithuania-law-on-the-protection-of-
objects-of-importance-to-ensuring-national-
security-.

organizational, legal, and technical measures
aimed at the continuous operation of the digital
space, minimizing risks in its functioning to an
acceptable minimum, with the purpose of pro-
tecting information resources. From the above, it
follows that “information security of critical in-
frastructure objects” is an important component
of information security, expressed in a combina-
tion of practical measures to ensure the protec-
tion and defence of the information system of
such critical infrastructure objects. Also, it is
worth noting that the information security of
legal entities - critical infrastructure objects
holds an extremely important position within
the national security system and constitutes an
integral part of it.

1.1. The structure of information security
for critical infrastructure objects

The practice of information relations among
legal entities (critical infrastructure objects) and
the role of information in such activities allow for
identifying the following main components, form-
ing the structure of information security for critical
infrastructure objects:

- Cybersecurity (computer and network se-
curity);

- Information-psychological security;

- Communication (corporate) security.

Lithuanian organizations indicate that cybe-
rattacks are becoming increasingly dangerous,
complex, and have a greater negative impact (An-
drukaityté, 2022).

Cybersecurity defence consists of computer se-
curity and network security. Computer security
encompasses all issues related to safeguarding
data stored and processed by a computer, consid-
ered as an autonomous system. These issues are
addressed through operating system tools and
programs, such as databases, as well as embed-
ded hardware components of the computer. Net-
work security pertains to all matters associated
with device interaction within a network, pri-
marily focusing on protecting data during trans-
mission over communication lines and guarding
against unauthorized remote network access.

Information-psychological security as a com-
ponent of critical infrastructure object infor-
mation security directly depends on the human
factor. Accordingly, the means of ensuring in-
formation-psychological security of critical infra-
structure objects can encompass: establishing
staff work rules regarding cybersecurity, such as
document handling policies (mandatory data
backups and retention); guidelines for interact-
ing with managers and corporate mail (software
requirements, spam management); password
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requirements for segregating access rights to
information and premises, continuous employee
training, etc.

And finally, communication (corporate) secu-
rity of critical infrastructure objects encompasses
ensuring the protection of important information
during interactions with other entities (via email,
messengers, mobile communication) and proper-
ly structured business communication.

1.2. Sources of threats, main objectives,
and principles of information security for a
critical infrastructure object

In both Lithuania and Ukraine, the primary
source of threats to the information security of crit-
ical infrastructure objects is incidents related to the
security of critical infrastructure. An incident relat-
ed to the security of critical infrastructure refers to
an event or a series of adverse events of non-
deliberate nature (natural, technical, technologi-
cal, erroneous, including those caused by human
factors), and/or those displaying signs of unau-
thorized interference in the functioning of critical
infrastructure objects, posing a threat to their
security, the system managing the technological
processes of critical infrastructure objects, creat-
ing a likelihood of disrupting the normal operat-
ing mode of such objects (including disruption
and/or blocking of operations, and/or unauthor-
ized management of their resources), thereby
jeopardizing their integrity!l. Among the main
threats and risks to Lithuania’s national security,
the National Security Strategy of Lithuania identi-
fies cyber risks?, as well as cyber incidents
(Tvaronaviciené, Pléta, Casa, 2021).

Considering the above, we can identify the
following main types of threats:

- Human factor (anthropogenic), encompass-
ing: errors (intentional or unintentional) by em-
ployees; unlawful actions of criminals (grey and
black hat hackers) and criminal organizations,
state-sponsored terrorism; dishonest actions by
competitors;

- Technical and technological, such as mali-
cious software, viruses, substandard technical

1 Verkhovna Rada of Ukraine. (2021). On Criti-
cal Infrastructure (Law No. 1882-1X). https://
zakon.rada.gov.ua/laws/show/1882-20.

2 Seimas of the Republic of Lithuania. (2021).
Resolution Amending Resolution No IX-907 of the Sei-
mas of the Republic of Lithuania of 28 May 2002 on the
Approval of the National Security Strategy (Resolution
No. XIV-795). https://e-seimas.Irs.It/portal/legalAct/
1t/TAD/3ec6a2027a9allecb2fe9975f8a9e52e?jfwi
d=rivwzvpvg.

means of information processing, technological
factors, and so forth.

Overall, when defining the main goal of in-
formation security for a critical infrastructure
object, it is essential to consider that it involves
minimizing the possibility of losing the infor-
mation resource of the critical infrastructure ob-
ject or compromising the confidentiality, availa-
bility, and integrity of the respective information
system. Confidentiality ensures that confidential
data will only be accessible to those users who
have been granted permission to access it (such
users are referred to as authorized users). Availa-
bility ensures that authorized users will always
receive access to the data. In turn, integrity refers
to ensuring that data maintains accurate values,
which is ensured by prohibiting unauthorized
users from changing, modifying, destroying, or
creating data in any ways3.

One of the purposes of information security
for critical infrastructure objects can be defined
as the reduction of risks that may cause damage
to the legal entity’s reputation, as well as the crea-
tion of conditions for its effective operation. It is
worth noting that the information security system
of a critical infrastructure object should be relia-
ble and efficient.

Generally, reliability and efficiency are deter-
mined by their compliance with established re-
quirements (principles), which include:

- Continuity of information security provi-
sion — measures of information security are initi-
ated upon its organization and are sustained
throughout the entire existence of the critical in-
frastructure object, strengthening or loosening in
specific situations, but never ceasing. Continuity
arises from the impossibility of completely satis-
fying information security, as threats constantly
persist in our lives.

- Planned nature of information security - es-
tablishing an appropriate sequence for imple-
menting information security measures that
would ensure a preventive nature in their impact
on the emergence of hazards and threats.

- Specificity of information security - security
measures must encompass specific objects and

3 Ministry of Economy of the Republic of Lithu-
ania. (2004). Order of Concerning approval of infor-
mation security requirements of enterprises and
equipment of strategic significance for national secu-
rity under the management of the Ministry of econo-
my of Lithuania and other enterprises important for
ensuring national security (Order No. 4-349).
https://e-seimas.Irs.It/portal/legalAct/1t/TAD/
TAIS.242169?jfwid=32wf8izs.
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actions of subjects of the critical infrastructure
object; security measures should be associated
with specific operations, agreements, relation-
ships executed within a specific period.

- Complexity of information security — entails
the necessity of applying various forms, methods,
means, and measures in ensuring security for dif-
ferent types of information and information-
related relationships.

The information security of a legal entity
should be carried out along these lines: Legal Di-
rection: this involves the development of effective
state policies in ensuring information security for
enterprises. Organizational Direction: this includes
ensuring the preservation of a company’s confi-
dential information through the establishment of a
corporate protection system. Program-Technical
Direction: this involves the use of certified legal
software and hardware tools. Undoubtedly, the
proper organization forms the foundation of an
effective information security system for critical
infrastructure objects. Unfortunately, it must be
acknowledged that in Ukraine, organization cur-
rently stands as one of the weakest aspects in en-
suring the information security of critical infra-
structure objects. An analysis of the practices
concerning information security in critical infra-
structure objects demonstrates that insufficient
importance is given to the issue of its organiza-
tion. In most cases, the leaders of security de-
partments handle these matters at an almost
primitive levell.

Lithuanian security experts emphasize an-
other crucial aspect in ensuring information secu-
rity - the financial aspect. As noted by R. Zvirblis
(2021), there is a need for physical, electronic,
and engineering security systems, alongside ade-
quate funding and the capability to develop and
maintain a reliable information security system.
The main obstacles for the field include challeng-
es in the cyber capabilities of the Russian Federa-
tion (Fedorov, 2023).

2. The legal framework for ensuring in-
formation security of legal entities in Ukraine
and Lithuania

The legal framework for ensuring infor-
mation security of critical infrastructure objects
in Lithuania and Ukraine requires examination. In
the context of European integration processes, on

1 19th Cluster Session: “Cybersecurity in Healthca-
re and Medicine: Key Challenges and Threats”. May 23,
2023. URL: https://cybersecuritycluster.org.ua/en/
events/19th-cluster-session-harmonization-of-critical-
infrastructure-cybersecurity-systems-to-the-eu-
standards/.

the eve of Ukraine’s accession negotiations with
the EU, studying the fundamental principles of
legal norms’ development in Lithuania in this
sphere, as an EU member having achieved signifi-
cant success in establishing a robust information
security system, is exceptionally crucial for
Ukraine. A comparative analysis of the normative
foundations of the mechanism of information se-
curity for legal entities in Lithuania and Ukraine
allows identifying both commonalities and dis-
tinctions. The legal regulation system for infor-
mation security of critical infrastructure objects
in both Lithuania and Ukraine encompasses a vast
array of legal norms governing relationships in
this sphere, legal relations arising from the appli-
cation of legal norms, and relevant judicial acts.
The framework encompasses international treaties
(international law), national laws, and regulatory
acts of state authorities regulating relationships
in this sphereZ.

Let’s outline the structure of the primary legal
acts of both states aimed at ensuring the infor-
mation security of critical infrastructure objects
and conduct a comparative analysis (table 1).

In summary, the regulatory framework gov-
erning the identification and protection of critical
infrastructure in Lithuania can be divided into
two subsystems (Andzans et al.,, 2021). The first
subsystem entails defining and establishing the
methodology for identifying critical infrastruc-
ture, focusing on critical information infrastruc-
ture and cyber security in particular. The second
subsystem is based on the concept of national
security and assesses the activities of enterpris-
es, their facilities, and assets, especially concern-
ing investments, transfers, and other operations,
in terms of their importance to the country’s na-
tional security. These two subsystems intersect
but only partially and are based on different sets
of criteria.

On the other hand, legislation in Ukraine con-
cerning this area is quite systematic and extensive
(as indicated in the table). However, it is still in
the process of formation and requires harmoniza-
tion with EU legislation. Active implementation of
EU legislation regarding European critical infra-
structure could expedite the convergence of ap-
proaches between both countries - Ukraine and
Lithuania.

2 Legal System in Lithuania. https://www.
baltic-legal.com/legal-system-of-lithuania-
eng.htm#:~:text=Lithuania%?20has%20a%20Roma
n%?20legal laws%Z20adopted%20by%20the%20Par
liament.
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Table 1
The structure of the primary legal acts of both states aimed at ensuring the information security
of critical infrastructure objects

Title of a structural element
of legal acts
International legislation
(Latest legal acts of the EU)
1. The Digital Services Act | Considering that Lithuania is a | Ukraine aspires to become a full
(DSA) (2022) establishes rules | full member of the European | member of the European Union.
that apply to four main cate- | Union, the implementation of the | Even at this stage, when Ukraine
gories of participants in the | approaches laid outin this EU act | has obtained the status of a can-
online  space: companies | into Lithuania’s national legisla- | didate country for EU member-
providing intermediary online | tion will require competent au- | ship, this necessitates the im-
services, companies offering | thorities to develop new pro- | plementation of EU law
hosting services, online plat- | posals for further reforming the | approaches into Ukrainian na-
forms, and very large or super | critical (information) infrastruc- | tional legislation, incorporating
large online platforms? ture protection system the corresponding standards in

this field.

Hence, Ukraine’s integration
into the EU Single Digital Mar-
ket is impossible without adapt-
ing its national legislation to EU
standards

2. Directive (EU) 2022/2557 of | Considering that Lithuania is a | In light of Ukraine’s integration
the European Parliament and | member of the EU, the rules de- | into the EU and considering the
of the Council of 14 December | fined in this Directive automati- | new requirements and regula-

Lithuania Ukraine

2022 on the resilience of criti- | cally apply to it tory mechanisms in this field, it
cal entities and repealing is important for Ukraine to take
Council Directive 2008/114/EC these into account.

(2022)2 Some provisions of the new EU

Directive are identical to the
norms of the Law of Ukraine
“On Critical Infrastructure”

3. Directive of the European Un- | A similar approach is observed regarding the application of the
ion on Network and Information | provisions of these regulatory documents

Security (NIS) (2016/1148); NIS

2 Directive (2020)
4. EU Cyber Solidarity Act (2023) | The Act entails the creation of | It is worth noting that some of
The EU Cyber Solidarity Act | two operational instruments. the expertise for the develop-

aims to strengthen capacities | The first one is a network of op- | ment of the aforementioned act
in the EU to detect, prepare | erational security centres | was borrowed from Ukraine’s
for and respond to significant | equipped with modern technol- | practical experience, as cyber
and large-scale cybersecurity | ogies and artificial intelligence, | reserves have repeatedly prov-
threats and attacks. The pro- | serving as a platform, the “Euro- | en their effectiveness

posal includes a European | pean Cyber Shield”, enabling
Cybersecurity Shield, made of | timely detection and response to
Security Operation Centres | cyber threats.

interconnected across the EU, | The second element involves es-
and a comprehensive Cyber- | tablishing a dedicated cybersecu-
security Emergency Mecha- | rity reserve in collaboration with

1 Regulation of the European Parliament and of the Council on a Single Market for Digital Services (Digi-
tal Services Act) and amending Directive 2000/31/EC.

2 Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on the
resilience of critical entities and repealing Council Directive 2008/114/EC.
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nism to improve the EU’s
cyber posture!

trusted private providers who
would intervene upon request
from member countries in case
of large-scale cyber-attacks

Constitutional legislation

The fundamentals of ensuring information security for legal entities
are enshrined in Article 135 of the Constitution of the Republic of
Lithuania and Article 17 of the Constitution of Ukraine, respectively

Laws are codified regulatory
acts that include norms re-
garding information security

In Lithuania, these documents
include:

- Resolution Amending Resolu-
tion No IX-907 of the Seimas of
the Republic of Lithuania of 28
May 2002 on the Approval of the
National Security Strategy. 16
December. 2021. No XIV-795.
Vilnius. This document discloses
vital national security interests,
primary risk factors, dangers,
and threats to these interests,
establishes priorities, long-term
and medium-term development
tasks for the national security
system, external, defence, and
internal policies;

- Resolution on the Approval of
the National Cyber Security
Strategy. 13 August. 2018.
No. 818. Vilnius.

In Ukraine, this refers to:

- Decree of the President of
Ukraine of September 14, 2020
No. 392/2020 “On the decision
of the National Security and
Defence Council of Ukraine of
September 14, 2020 “On the
National Security Strategy of
Ukraine”?;

- On the decision of the Nation-
al Security and Defence Council
of Ukraine dated October 15,
2021 “On Information Security
Strategy”: Decree of the Presi-
dent of Ukraine of 2021, De-
cember 28, No. 685/2021;

- On the decision of the Nation-
al Security and Defence Council
of Ukraine dated May 14, 2021
“On the Cyber Security Strategy
of Ukraine”: Decree of the Pres-
ident of Ukraine of 2021, Au-
gust 26, No.447/2021

Special laws in the field of in-
formation security

This includes:

- The Law on the Basics of Na-
tional Security. December 19.
1996. No. VIII-49. Vilnius;

- The Cyber Security Law of the
Republic of Lithuania No. 818,
adopted on 13 August 2018;

- the consolidated package of
legal norms, which includes the
Methodology for the identifica-
tion and protection of critical
information infrastructure is
provided by the Government
resolution on the implementa-
tion of the Cyber Security Law of
the Republic of Lithuania
No. 818, adopted on 13 August
2018.

This includes:

- The Law of Ukraine of Octo-
ber 5, 2017 No. 2163-VIII “On
the basic principles of ensuring
cyber security of Ukraine”3;

- The Law of Ukraine “On Pro-
tection of Information in Infor-
mation and Communication
Systems”;

- General Requirements for Cy-
bersecurity in Critical Infra-
structure objects, dated June 19,
2019 No. 5184,

L European Commission. (2023). EU Cyber Solidarity Act. https://digital-strategy.ec.europa.eu/

en/policies/cyber-solidarity

2 President of Ukraine. (2020). On the Decision of the National Security and Defense Council of Ukraine of
September 14, 2020 “On the National Security Strategy of Ukraine” (Decree No. 392/2020). https://
www.president.gov.ua/documents/3922020-35037.

3 Verkhovna Rada of Ukraine. (2017). On the Basic Principles of Cybersecurity in Ukraine (Law No. 2163-VIII).
https://zakon.rada.gov.ua/laws/show/2163-19/

4 General Requirements for Cybersecurity in Critical Infrastructure objects, dated June 19, 2019 No. 518.
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Additionally included in this
package are: The Law No. XI-635
amending the Law on Civil Pro-
tection of the Republic of Lithua-
nia, Resolution No. 717 of the
Government of the Republic of
Lithuania of 7 June 2010 approv-
ing the procedure for the recog-
nition of establishments as es-
tablishments of National
importance, and Government
Resolution No. 943 of 17 August
2011 on the Procedure for the
identification, designation and
development of measures neces-
sary to ensure the safety of Eu-
ropean Critical Infrastructure;
the Law on electronic communi-
cations (No. I1X-2135), the Law
on information society services
(No. X-614) etc.

Moreover, there exist more spe-
cific legal provisions that regu-
late individual sectors and issues
related to the protection of criti-
cal information infrastructure

Soft Law. International Stand-
ards

The main standards of Electrotechnical Commission (ISO/IEC)
committee are:

- ISO/IEC 27000 series, which relate to information security man-
agement systems, their creation, evaluation, testing, modernization,
etc.);

- ISO/IEC 15408 (Common Criteria’s) and 18045 Evaluation crite-
ria for IT security (Information Technology Security Assessment
Methodology);

- ISO/IEC 20897 Security requirements and test methods for
physically unclonable functions for generating non-stored security
parameters;

- a set of standards for the applicability of requirements and pa-
rameters of cybersecurity in production and their interrelation
(Pleskach et al., 2020, p. 61).

ISO certification and other certification is also used in Lithuania,
and aims to help organizations increase their sustainability and
capitalization!

3. Specific directions of legal provision for
information security of legal entities in Lithua-
nia and Ukraine, existing issues, and ways of
resolving them

In Lithuania, according to the Government
Resolution that outlines the Methodology for de-
fining Critical Infrastructure, there are 14 sectors
of critical infrastructure objects, each with a more
detailed list of sub-sectors and services provided
by organizations and companies.

1ISO Certification in Lithuania. https://fac-
tocert.com/lithuania/iso-certification-in-lithuania/.

Among these sectors are (Andzans et al., 2021,
p.76):

- Energy sector (electric power, oil and its
products).

- Transportation and postal sector.

- Financial sector.

- Health sector (healthcare infrastructure etc.).

- Drinking water supply, distribution, and
management.

- Information
communications.

- Environmental sector (monitoring air, wa-
ter, and forests).

technology and electronic
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- Civil protection sector (emergency situa-
tions and services).

- State defence sector.

- Food sector (production, storage, and quali-
ty control).

- Industrial sector.

- Foreign affairs and security policy sector.

- Public administration sector.

- Public safety and law enforcement sector
(public safety services, legal and criminal justice
systems).

The current system for protecting critical in-
frastructure in Lithuania is based on the govern-
ment’s identification of specific sectors and ser-
vices as critical infrastructure, followed by a
particular sectoral ministry or other state institu-
tion responsible for overseeing the designated
sector. The mentioned resolution separately regu-
lates issues of information security for critical
infrastructure objects, outlining organizational
and technical cybersecurity requirements applied
to cybersecurity subjects. This regulatory act
serves as a basis for risk assessment, determining
threat levels, and vulnerability of communication
and information systems. It also outlines the re-
spective responsibilities of operators of critical
information infrastructure objects that manage
state information resources, assigning responsi-
bility to the National Cyber Security Centre for
monitoring quality.

A global factor that could serve as a positive
example for Ukraine is the consolidation of the
critical information infrastructure protection sys-
tem under the leadership of the Ministry of Na-
tional Defence and the National Cyber Security
Centre of Lithuania. As noted, this reform pro-
pelled Lithuania into the top ten leading countries
in cybersecurity in less than five years. It also re-
sulted in high scores in the Global Cybersecurity
Index and fostered a positive stance among EU
and NATO allies. Furthermore, it contributed to
improving the state of critical information infra-
structure protection in Lithuanial.

However flawless the system of ensuring in-
formation security for critical infrastructure ob-
jects in Lithuania might be, it still has a number of
drawbacks (AndZans et al., 2021, p. 87):

- Complexity of the legal norms system and
the overall system for protecting critical infra-
structure, including issues related to ensuring
the information security of critical infrastructure
objects;

1 Lithuania ranks fourth in the Global Cyberse-
curity Index among European countries. https://
kam.It/en/lithuania-ranks-fourth-in-the-global-
cybersecurity-index-among-european-countries/.

- Tendency towards excessive regulation in
the sphere and increased administrative pressure
(for instance, precedents of unjustified categori-
zation of certain companies as vital or important
for national security);

- Absence of a properly functioning risk as-
sessment system within governmental institutions,
which would enable a proper evaluation of the
advantages and disadvantages of different meth-
ods for protecting critical infrastructure objects;

- Insufficient awareness regarding infor-
mation security among responsible individuals and
the general population;

- Lack of clear requirements for suppliers con-
sidered reliable by Lithuania, for instance, con-
cerning the procurement of ICT systems.

Addressing the issue mentioned in the last
point is extremely crucial, as demonstrated by the
Ukrainian experience. Neglecting the reliability
and safety concerns of ICT suppliers can have se-
rious consequences not only for legal entities and
individuals but also for national security as a
whole. For instance, in 2023, Ukrainian journal-
ists discovered that russian intelligence services
might have been receiving video feeds from sur-
veillance cameras in Ukraine for years. Thou-
sands of surveillance cameras in Ukraine were
operating on the russian software TRASSIR by the
DSSL company. These cameras were purchased
by ordinary citizens as well as businesses and
state enterprises (Shapoval, 2023). The damage
caused by the irresponsibility of entities entrust-
ed with safeguarding information security is chal-
lenging to comprehend.

In Ukraine, there is currently a special law de-
fining the legal and organizational principles of
creating and operating the national critical infra-
structure protection system known as the Law of
Ukraine “On Critical Infrastructure”. Part 4, Arti-
cle 19 of this law provides a list of vital functions
and/or services whose disruption leads to nega-
tive consequences for Ukraine’s national security.
These are considered top-priority targets for at-
tacks by criminals, criminal organizations, and the
aggressor country - the Russian Federation.

Among them, particularly include:

- Governance and provision of essential public
(administrative) services;

- Energy supply (including heat supply);

- Water supply and sewage;

- Food supply;

— Healthcare;

— Pharmaceutical industry; production of vac-
cines, sustained operation of bio-laboratories;

- Information services;

- Electronic communications;

- Financial services;

- Transportation provision;
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- Defense, national security;

- Law and order, administration of justice, de-
tention;

- Civil protection of the population and terri-
tories, rescue services;

- Space activity, space technologies, and ser-
vices;

— Chemical industry;

- Research activity.

In recent years, Ukraine has implemented
numerous organizational, technical, and legal
measures aimed at addressing information secu-
rity issues in leading sectors of critical infrastruc-
ture. Specifically, a series of regulatory acts have
been adopted to regulate this sphere, as men-
tioned earlier. Additionally, a significant step to-
wards enhancing the information security system
in key sectors of critical infrastructure was the
establishment of the National Cybersecurity Clus-
ter. This initiative aimed to strengthen the strate-
gic potential of national cybersecurity, foster the
development of a professional cyber community,
and ensure a secure cyber environment in
Ukrainel.

The convening of subsequent sessions of the
mentioned Cluster in 2023 helped identify a
range of problematic issues related to ensuring
information and cyber security in leading sectors
of the region, particularly in the energy sector, gas
and oil extraction sector, regional enterprises, and
the field of medicine. Notably, experts in the ener-
gy sector highlighted that the issue of ensuring
information security in this industry became crit-
ical due to the ongoing hybrid warfare, leading to
a shift in the vector of cyber threats. In particular,
it was identified new cyber-attack trends have
been identified, including the dissemination of
destructive components, disruption, and com-
promise of infrastructural elements within energy
facilities.

In order to enhance the level of information
security, specialists in the gas and oil extraction
sector have established a specialized Cybersecurity
Center with the following key objectives: improving
the effectiveness and manageability of cybersecuri-
ty risk management processes; ensuring the inte-
gration of information systems for monitoring, anal-
ysis, and decision-making regarding information
security incidents; ensuring business process con-
tinuity; proactive identification and prevention of
cyber-attacks; responding to and combating inci-
dents; incident investigation; multi-source obser-

1 20th Cluster Session: “Cybersecurity in Lead-
ing Industries of the Region”. June 29, 2023.
https://cybersecuritycluster.org.ua/en/events/20th-
cluster-session-regional-one/.

vation capability; centralized analytics of diverse
data for incident detection; timely response to
incidents (rapid prevention and resolution of in-
cidents). Additionally, the Centre’s operations in-
volve the following stages: monitoring, analysis,
identification, response, recommendation formu-
lation, and automatic or manual application of
recommendations.

Addressing the issues of ensuring infor-
mation and cyber security, regional enterprises,
in addition to other measures, develop their own
security policies within the framework of cyber
defence, conduct training and cyber hygiene edu-
cation for their personnel, and engage in external
testing to identify vulnerabilities (20th Cluster
Session).

Several challenges regarding the assurance of
information security within critical infrastructure
objects in Ukraine should be noted:

- Tendency towards excessive regulation in
the field, intensification of administrative pres-
sure;

- Presence of norms within the sphere across
legal acts of various legal force. Significant aspects
of this field are regulated by subordinate legal
acts. An equally important problem for the effec-
tive provision of information security for legal
entities is the inconsistency among regulatory
legal norms, gaps in the law, and collisions be-
tween them;

- Declarative nature of a significant number
of legal norms within information security legisla-
tion, lacking mechanisms for their implementa-
tion, resulting in a low level of enforcement in the
field;

— Insufficient coordination and harmonization
of efforts among responsible entities leading to
functional duplications and the absence of a con-
solidated critical information infrastructure pro-
tection system under the guidance of a single
state body;

- Lack of knowledge sharing for constructing
a systematic information security provision pro-
cess, shortage of qualified professionals, and in-
adequate remuneration levels for their work;

- Insufficient funding for measures related to
ensuring information security for legal entities
considered critical infrastructure objects.

4. Approaches to addressing problematic
issues

When seeking solutions to the legal aspects
of ensuring information security for legal entities
in Lithuania and Ukraine, it is essential to remem-
ber that there is no singular, universally applicable
solution that fits all without exception. This is due
to the fact that each company or organization pos-
sesses different types of infrastructure, technical
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aspects, and other diverse elements. But, it is im-
portant to note that having a basic model for en-
suring information security of a critical infra-
structure object is crucial. This model should
encompass technical and organizational compo-
nents (Levchuk, 2021):

- Identification of vulnerable points. Measures
to ensure: compiling a list of all information re-
sources that need to be protected;

- Threat identification. It is necessary to cre-
ate a list of all possible (real and potential) threats
to each individual information resource;

- Assessment of threat level. The construction
of a scale of danger levels for each information
resource must be carried out based on the poten-
tial consequences in the event of unauthorized
access;

- Access management control. It is necessary
to distribute the organizational structure of a le-
gal entity - a critical infrastructure object into
categories of access to protected information;

- Counteraction. This involves the develop-
ment of measures aimed at preventing cases of
unauthorized access to an information resource
with an appropriate level of security;

- Implementation. Steps such as approval,
implementation, and monitoring compliance with
measures to organize information security for a
legal entity - a critical infrastructure object are
necessary;

- Consequence mitigation. This step involves
developing rapid response measures to unauthor-
ized interference (access) to protected infor-
mation aimed at minimizing harm to the legal en-
tity - a critical infrastructure object.

Regarding the legislative activities in ensuring
information security for legal entities in Lithuania
and Ukraine separately, it is worth noting that
they should aim at legislatively establishing
means of countering respective threats, as well as
the means and methods of achieving them, ensur-
ing adequate policies of state authorities. The ac-
tivities of Ukraine and Lithuania on the interna-
tional arena provide an opportunity to develop
information security for legal entities by utilizing
international norms.

Currently, one of the crucial directions in
Ukraine’s legal strategy for ensuring information
security involves analysing and improving the
regulatory framework in this field, particularly
based on international standards, including EU
legislation. An important act in this regard, men-
tioned earlier, is Directive (EU) 2022/2557 of the
European Parliament and of the Council of 14 De-
cember 2022 on the resilience of critical entities and
repealing Council Directive 2008/114/EC, 2022.

This document includes the following provi-
sions:

- Requirements for EU member states to
adopt strategies to enhance the resilience of criti-
cal infrastructure operators providing essential
services;

- Requirements for conducting risk analysis
regarding the resilience of providing specified
services at the national level and by critical infra-
structure operators within all sectors and subsec-
tors defined by the Directive;

- Obligations for critical infrastructure oper-
ators to implement resilience plans (including
informational) composed of technical, security,
and organizational measures according to identi-
fied threat levels and their impact.

Essentially, the aforementioned regulatory
act provides an opportunity to conduct an impact
assessment (or audit) of the actual state of critical
infrastructure in both countries, including mat-
ters related to information security. This will al-
low an evaluation of the current system based on
relevant criteria (risk assessment, effectiveness,
efficiency, coherence, regulatory proportionality,
and determinacy, etc.) and will be useful in terms
of implementing corresponding legislation at the
EU level in Lithuania and Ukraine, involving
stakeholders.

In essence, harmonized cooperation, coordi-
nation, and a clear understanding of algorithms to
counter cyber threats in different sectors form a
reliable foundation for strengthening the national
cyber and information security system.

CONCLUSIONS

1. As evidenced by this research, the legal
framework regulating the information security of
legal entities, particularly those constituting criti-
cal infrastructure, shares numerous similarities
between Lithuania and Ukraine:

- national security strategies and cyber secu-
rity policies establish fundamental directions for
the national cyber security policies in both public
and private sectors;

- both countries possess similar specialized
legislation concerning issues of information and
cyber security related to critical infrastructure
entities;

- Ukraine and Lithuania legislatively identify
analogous sources of threats to the information
security of their critical infrastructure objects. For
example, in Lithuania and Ukraine these threats
encompass perceived external threats, initially
originating from the authoritarian regime in Rus-
sia, and more recently in China.

2. At the same time, certain differences are
observed, influenced by various factors:
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- the necessity for more active harmonization
of Ukrainian legislation with EU norms. This issue
is less pressing for Lithuania;

- the declarative nature of several provisions
in Ukrainian specialized laws, for example, the ab-
sence of published reports on the actual state of
information and cyber security provision, the un-
availability of such information, and the absence
of accountability for not providing such reports
are noticeable. In contrast to Ukraine, according
to laws adopted in Lithuania, annual reports on
the primary threats to national security are pre-
pared and published in the first half of the year.
Information security holds significant importance
within these reports. The document is openly ac-
cessible for download and review?;

- institutional inconsistency, duplication of
functions among bodies responsible for ensuring
information security in Ukraine, and the absence
of a single authority overseeing this domain;

- without exaggeration, Ukraine sets trends
for allies, including Lithuania, in practical activities
concerning the assurance of information security
for critical infrastructure objects. Ukrainian expe-
rience in combating threats is unique and worth

adopting. However, the difference lies in the fact
that EU countries have more opportunities for
financial involvement and greater political will to
scale up Ukrainian expertise.

3. Additionally, it is beneficial for both coun-
tries to:

- facilitate active exchange of knowledge and
experience in dealing with incidents related to
information and cyber security threats, contrib-
uting to the establishment of a systematic process
for ensuring the information security of legal enti-
ties within their respective countries;

- increase funding and engage in more active
investment in measures to secure the information
of legal entities considered critical infrastructure;

- enhance legislation in this field;

- implement control and oversight to ensure
compliance with the current legislation on infor-
mation security;

— develop and improve the system of scien-
tific, methodological, material-technical, and per-
sonnel support for information security, both at
the state level and within individual enterprises.
Additionally, promote increased awareness and
literacy among all stakeholders in this sphere.
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IOPI/I,ZlI/l‘lHI/Iﬂ CYIIPOBIJ IH¢OPMA].[II7[HO'I' BE3IIEKU IOPUAUYHUX OCIb
BIZAMOBI/IHO 0 3AKOHOJABCTBA JINTBU TA YKPAIHU

Y nmudpoBOMy cepeoBHIL|, 0 MBUAKO PO3BUBAETHCS, 3a0e3ne4eHHs iHpopMariiiiHoi 6e3ne-
KU IOPUJUIHUX OCi6 CTa/I0 KPUTUYHO BAXKIMBUM IMUTAHHAM. Y CTATTi JOC/Ii/PKEHO Ta NOpPiB-
HSTHO NPaBOBi Mexi, 1110 peryorTh iHpopMaliiiHy 6e3neKy IpUAUYHUX 0Ci6 y JIUTBI Ta YK-
paiHi, 3BepHeHO yBary Ha HarajbHy NOTpeGy B pO3yMiHHI Ta BJOCKOHaJIeHHi NpaBOBOi
niATPUMKH y 1ill cdepi. AKTYaNbHICTb AOCHI>KEHHS 3yMOBJIEHa BUKJIMKaMH, IIOB'sI3aHUMHU 3
Kibep3arposamy, siki BUMaramTb HaZliliHOI NpaBoBoOi iIHGPACTPYKTYpH AJis 3MiljHeHHS iHbop-
MaliiHoi 6e3neku. OxapakTepru30BaHO PpyHJAaMeHTa/IbHI eeMeHTH iHpopMaliiHoI 6e3MeKy,
nepej6ayeHi JUTOBCbKUM Ta YKpaiHCbKUM 3aKOHOJABCTBOM. [IpoaHasizoBaHO 3aKOHOJaBYi
MI0JIOXKEHHS], BiAMOBIHICTP BUMOraM Ta iHCTUTYLiHHI MexaHi3MHU, CTBOPEHi B 000X IOPUCAUK-
[ifx AJ1s 3aXUCTy KOHOQIeHIINHUX AaHUX | 3HMKEHHS KiGeppU3UKIB, 3 SKUMU CTHUKAIOThCSA
IOpUANYHI 0cO06U. 3 MeToI0 3'siCyBaHHS MOAiIGHOCTeH, BiAMiHHOCTeHM Ta eeKTUBHOCTI BifIo-
Bi/JHUX NIPaBOBUX MeX [IPOBe/ieHO NOPiBHAJBHUH aHali3.

Y pocnifxeHHI BUKOPUCTAHO KOMILJIEKCHY METO/0JI0TiI0 Ta HAyKOBi MeTOAU A1 JOCATHEHHH
BceGiuHOTrO po3yMiHHsA. lle JeTanbHUN OTJsAA iCHYIOYMX MPABOBUX TEKCTIB i HOPMATHUBHO-
MIPABOBUX aKTIB, [0 CTOCYIOThCA iHdopMariiiHoi 6e3neku B JIMTBI Ta YkpaiHi. Kpim Toro, Tema-
TUYHI AOC/II/PKEHHA Ta NPAaKTUYHI IPUKJIaAU BUKOPUCTAHO JJI1 KOHTEKCTYyaJli3alii 3acTocyBaH-
Hsl | 3a6e3neyeHHsI JOTPUMAHHS [IUX IPABOBUX HOPM. Y pe3yJIbTaTi AOCai/PKEHHS BUCBIT/IEHO
CWJIBbHI Ta c/1abKi CTOPOHU 3aKOHO/AaBY0i 6a3u 060X KpaiH 111010 iHpopMalliiHOI 6e3MeKu opu-
JUYHUX 0ci6. Ha 0cHOBi BUBYEHHS MPAKTUYHUX HACTI/IKIB i BUK/IMKIB, 3 SKUMU CTUKAEThCS 6i3-
HeC MpY JIOTPUMAaHHI 3aKOHIB, HAZIaHO LiHHY iHpopMaliio Ay YKpalHCbKUX Ta JIMTOBCbKUX
KOMITaHiH, 3aljiKaBJIeHUX Y MiATPUMIIi BUCOKOTO PiBHS CBOET iHpopMaIliiHOI 6e3meKH.
HarosiomeHo Ha KpUTHYHIN BaXXJIMBOCTI HaZliliHOT mpaBoBoi 6a3u AJ1s 3axucTy iHpopManiiHoi
6e3neKy IPUIUYHUX 0Ci6. 3aNPONOHOBAHO MOPiIBHAJBHUIN aHai3 JUTOBCHKOrO Ta YKpaiHCh-
KOTO 3aKOHOJABCTBA, LiHHI BUCHOBKM Ta peKOMeHJalil 100 3MillHEHHSI Ta rapMOHi3alil
npaBoBoi NiATpUMKH iHPopMaliiiHoI 6e3neKy B 060X 3aKOHOJaBYMX CUCTEMAX.

Knawuoei caoea: ingopmayiiina 6esneka, kibepbesneka, wopuduyHi ocobu, kKpumu4Ha iH@ppa-
cmpyKkmypa, npasoge 3abesneyeHHsl, 3axodu 3axucmy iHgopmayii.
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