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ORGANIZATIONAL AND FORENSIC ASPECTS
OF THE ELECTRONIC EVIDENCE HANDLING

This paper outlines the ways of handling the electronic (digital) evidence based on the experience
of the Ukrainian law enforcement bodies. It focuses mainly on the issues related to formalization
and examination of the content of the electronic crime traces. Particular attention is paid to
improving the arrangement of work with electronic evidence. The authors substantiate their
position that the ordinary police officers need to attain the skills and knowledge how to handle
the electronic evidence. The authors maintain that the nature and the mechanism of formation of
electronic data are such that one may consider them as a separate kind of evidence, and the forms
of registration thereof defined in applicable laws of Ukraine are far from perfect at the present
time. Therefore, the article focuses on specific features pertinent to handling of the responses of
institutions, enterprises, organizations; the extracted images and data from media; data banks
and combinations of the aforementioned. The proposed solutions take into account the
experience accrued at the time of participation in the project from interaction between the higher
educational institutions and the police in the context of crime investigations.
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INTRODUCTION. Today, the problem of
proper work with electronic traces of crimes is
extremely important. It is worth noting that the
problem of withdrawal and analysis of the elec-
tronic traces of the crime is interdisciplinary. That
is why relevant questions are investigated in fo-
rensics, forensic examination and special investiga-
tive activity which is also called “operative and
search activity” in post-Soviet countries. Moreover,
it is impossible to find a solution to this problem
without the involvement of technical researchers
due to the nature of the electronic data itself.

Certain discussions and researches can
sometimes result in fundamental rethinking of
procedural steps pertinent to handling of the elec-
tronic data. For example, some forensic studies in
the 1990s and 2000s in Ukraine recommended to
examine next to nothing (Moicees, 2001;
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CrpartoHoB, 3axapueHko, 2003; lleniTbko Ta iH,,
2009) or absolutely nothing (Kopmenko, 2002) at
the scene, disconnect computers from the net-
work, turn the power off and send the computers
to experts for examination after getting access to
them within framework of the inspection, search,
etc. Nowadays, the situation has changed and the
movement for an old procedure of disconnecting
computer equipment from the network and turn-
ing it off in most cases will result in the loss of
important evidential information, which is unac-
ceptable, and, therefore, relevant forensic proce-
dure has been changed for the time being. Inci-
dentally, this is specifically envisaged by DSTU
ISO IEC 27037:2017 - a standard that is imple-
mented by Ukraine in the context of identification,
gathering, acquisition and saving of digital evi-
dencel, and is also supported by the results of the
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academic studies dedicated to this issue (Bosikos,
2018; Mamnxaii, 2016).

The opposite effect may occur as well. For ex-
ample, the expert units started to recommend
avoiding seizure of keyboards, computer mice,
printers and other peripheral equipment along with
system blocks due to their bulkiness and mostly
non-existent elements of the study. The offenders
took advantage of it and went into the practice of
hiding the boot modules and data storage devices
in the equipment that is “exempt” from the seizure.
It only took particularly thorough law enforcers to
identify such counter-forensic practices and to re-
sume comprehensive seizure procedures.

PURPOSE AND OBJECTIVES OF THE
RESEARCH. This article serves to highlight the
main organizational and forensic issues that occur
during the seizure, registration and study of elec-
tronic traces of the crime and to suggest ways of
addressing them.

METHODOLOGY. Methodological basis of this
study is illustrated by quantitative and qualitative
research methods. As J. J. Brent and P. B. Kraska
rightly point out, by combining these methods, one
will be able to enhance their strengths and mitigate
their weaknesses. The study of this phenomenon
gives a bigger picture of the object of the research

through the prism of different methods (Brent,
Kraska, 2010). R. Tewksbury, D. Dabney and
H. Copes (2010) emphasize the importance of
both quantitative and qualitative methods for the
conduct of legal studies.

Between 2015 and 2019, the authors and rep-
resentatives of the OSCE Projects Coordinator in
Ukraine conducted a questionnaire and held brief
interviews with the academic and pedagogical staff
of seven higher educational institutions providing
special training under the auspices of the Ministry
of Internal Affairs of Ukraine (19 individuals), Na-
tional Police of Ukraine (94 individuals) and the
Prosecutor's Office (73 individuals) from all re-
gions of Ukraine, excluding however the Autono-
mous Republic of Crimea and Sevastopol. The in-
terviewed officers of the National Police of Ukraine
are holding positions in cyberpolice and counter-
trafficking units. The interviewed employees of the
prosecutor’s office mostly serve as the prosecutor
of the Office of the Region Prosecutor. Questions
were related to the ways the respondents would
routinely handle the electronic data during the
crime investigation.

The respondents demonstrated varying albe-
it predictable level of computer skills (Table 1).

Table 1
Computer and Software SKkills
National Police, | Prosecutor’s office, H}gher educational 1nst1-tut10ns of ‘.Che
Ministry of Internal Affairs of Ukraine,
N/% N/% N/%
User level 48/51.1 46/63.0 3/15.8
Advanced user 41/43.6 25/34.2 12/63.2
Professional user 5/5.3 1/1.4 4/21.1
Absent 0/0.0 1/1.4 0/0.0

31,2 % of the interviewed National Police
officers, 16,4 % of the interviewed prosecutor’s
office workers and 10,5 % of the interviewed staff
of the higher education institutions of the Minis-
try of Internal Affairs were found to be engaged in
documentation of electronic traces.

In order to identify the problems arising in
the course of performance of law enforcement
agencies, and to promote better understanding of
the obtained results, this study involved random
interviewing of the respondents in the context of
documentation of the crimes that mostly have
traces in electronic form. This study mainly fo-
cuses on the data gathered from the interviews
pertinent to the topic of this article.

L ICTY ISO/IES 27037:2017. Indpopmaniiini Te-
xHoJioril. MeTonu 3axucty. HacrtaHoBu fJis ijleHTH-
¢ikarii, 36upaHHs, 3400yTTa Ta 36epexkeHHs LU-
poBux fokasis. Kuis, 2019. 16 c.
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Speaking of experimental researches and ob-
servations of the performance of law enforcement
agencies, D. P. Rosenbaum rightly notes that they
can turn into “black boxes” unless they are sup-
ported by field observations and qualitative anal-
ysis of key processes that occur in such agencies.
That is why field workers need to be heard and
studied, and their activities need to be monitored
(Rosenbaum, 2010).

Taking all the aforementioned into account,
interim results of a pilot project that is going on in
Kharkiv National University of Internal Affairs in
cooperation with regional Cyberpolice units, Main
Administrations of the National Police in Sumy
Region and Kharkiv Region, were used at the time
of writing of this article. Cadets and the academic
and pedagogical staff were involved as specialists
to help investigators and field officers in the study
of electronic evidence within the framework of
the project. Drug trafficking over the Internet,
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making and distribution of child porn over the
Internet and fraud over the Internet are most fre-
quent types of crime that this project has to deal
with.

As a result, three criminal proceedings have
been submitted to the court since the start of the
project in February 2019. One of them concerns
the activities of a criminal organization (Part 1,
Article 255 “Creation of the criminal organiza-
tion” of the Criminal Code of Ukraine). Moreover:

1) the study involved:

- 76 electronic documents containing the in-
formation about the registration of and transac-
tions from digital wallets;

- 8 electronic documents containing infor-
mation about the registration of and transactions
involving bank payment cards;

- 2 images of data carriers seized from the
suspects;

2) assistance was provided in identification
of 39 crime suspects;

3) 8 scripts and apps were developed for the
use in the field service by the National Police of
Ukraine.

RESULTS AND DISCUSSION. The substan-
tive side of working with electronic evidence is
not quite easy. For one thing, the law enforcement
officers are facing the task of handling the in-
creasingly vast amount of data comprising this
category of evidence. There are times when the
resources available prove to be deficient when it
comes to collection and processing of data con-
taining or capable of containing evidentiary in-
formation. This situation is typical for the majori-
ty of countries worldwide. In turn, it stimulates
the law enforcement agencies to change their or-
ganizational structure and approaches to criminal
investigation, becoming more technological and
expand their analytical staff that can be even big-
ger than field officers unit. For example, according
to the official data from the portal of the Federal
Bureau of Investigation of the USAZ1, this organiza-
tion has 35 000 employees. At the end of October
of 2014, the majority of staff members (18 306
out of the slightly higher staff of 35 104) were
engaged in support functions (intelligence ana-
lysts, linguists, scholars and information technol-
ogy professionals)2. The increasing focus of the
law enforcement agencies on the security func-

1 Mission & Priorities // Federal Bureau of In-
vestigation : Sait. URL: https://www.fbi.gov/about/
mission (Accessed: 06.08.2021).

2 Quick Facts // WayBackMachine : Sait. URL:
https://web.archive.org/web/20141215114257/
http://www.fbi.gov/about-us/quick-facts
(Accessed: 06.08.2021).
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tions is an objective necessity, because the crime is
becoming more advanced in technical and techno-
logical ways, more international and increasingly
experienced in countering the efforts of the law
enforcement agencies by all means possible.

The situation with electronic evidence han-
dling particularly hard in Ukraine where territo-
rial subdivisions are poorly equipped, in terms of
hardware and software, and the technically hip
personnel comes in short supply. According to the
findings of the questionnaire survey, only 46 % of
the interviewed police officers, 18,3 % of the
prosecutor’s office employees and 31,6 % of the
staff of the higher educational institutions of the
Ministry of Internal Affairs were capable of telling
the components of a desktop computer correctly.
On the same note, 58,4 % of police officers, 50,7 %
of the prosecutor’s office employees and 68,4 %
of the staff of the higher educational institutions
were capable of giving the accurate description of
the procedure in the context of field examination
of computer equipment. As one of the interviewed
police officers commented,

“The brass are usually clueless about how the
computer equipment works. That is why explaining
the fine details of documentation to them may
prove to be quite a task. Some of them have no idea
what the IP address is. They would just stare back,
as if you are talking rocket science. The same goes
for the external interaction... Quite honestly, skilled
workers do not stay here long. They would rather
go working in a private sector”.

The latter is a typical problem for many
countries, including the highly developed ones.
For example, the Australian scholars D. Harkin,
C. Whelan and L. Chang (2018) point out that the
successful and valuable investigators from cyber
units are the ones who move on to the private
sector.

The absence of access to a wide range of state
databases, let alone the private ones, is a problem
to reckon with as well. A great number of proceed-
ings under investigation or procedural guidance of
a single person would make things worse at an
arithmetic or even exponential rate. The processed
and analyzed data are often not integrated into any
database and, therefore, stay within the framework
of one or several related criminal proceedings. This
contributes to the loss of a valuable resource that
could have helped in other investigations. As one of
the police officers rightly noted,

“When you come to a new place of work, it
usually turns out you're your predecessors have left
nothing for you. It's as if you have to start from
scratch. And it’s the same thing with every prior job
of mine. It would really help, if all processed data
were collated in a single system, but who is going to
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do this? And when? I have not heard about any
such system existing in the police, unless some en-
thusiasts are doing something like that”.

Wrong internal convictions of the law en-
forcement officers can also be detrimental to in-

vestigation. One of the most common conviction
is that software and hardware used in the study
of electronic evidence need to be -certified
(KoBasnienko, 2017) (Table 2).

Table 2
Thoughts of the Respondents about the Status of Hardware and Software Used
in Handling of the Electronic Evidence
The number of individuals convinced that the cer- o
tification is a must/total number of interviewed 0

National police 64,77 83,1
Prosecutor’s office 61/70 87,1
Higher educational institutions
of the Ministry of Internal 18/19 94,7
Affairs of Ukraine
Total 143/166 86,14

The assumption mentioned hereinabove
may come from the fact that, under the Ukraini-
an regulations, certification is mandatory for
individual pieces of equipment wherein one in-
tends to set up an integrated data security sys-
tem, but forensic equipment is remarkably ex-
empt from this requirement. The Register of the
Forensic Examination Techniques of the Minis-
try of Justice of Ukraine that outlines 18 methods
of hardware and software examination appears
to be the only regulatory tool applicable to elec-
tronic evidencel.

Besides, one needs to mention yet another
problem - no outside help can be involved, in-
cluding any help within the interaction frame-
work, because of the need to make the investiga-
tion safe. This situation can be described using
the words uttered by a field officer during one of
the interviews:

“You cannot say what exactly it is all about
when you are describing a problem and they are
unwilling to help you because they lack motivation
and understanding what kind of help you are ex-
pecting from them”.

When it comes to development of customized
software for the acquisition and the study of elec-
tronic evidence, this problem often slows the in-
vestigation down.

In the context of handling of the electronic
evidence, one needs to point out the problem that
the law enforcement personnel is often lacking
skills and expertise required for the processing
and the study of the large bodies of data. There-
fore, whenever this work is carried out by regular
investigators and field officers, it would be rea-
sonable to use the simplest software solutions.
This way, they will be able to perform the simple
functions themselves - without the involvement
of outside help (Manxai, 2019).

In our opinion, enhancement of qualification
of the law enforcement officers in terms of han-
dling of the electronic evidence is a totally feasible
task. According to the studies of the means of
knowledge acquisition in certain law enforcement
agencies, their staff are remarkably capable of
adapting to the necessity of using computer
equipment in their line of work. They also appear to
be practicing self-education quite actively (Table 3).

Table 3
Ways of Acquiring the Knowledge and SKills to Operate the Computer Equipment
National Police, Prosecutor’s, Higher educational institutions of the Min-
N/% N/% istry of Internal Affairs of Ukraine, N/%

In educational

institution 29/30,9 28/38,4 9/47,4

Advanced train- 16/17,0 17/233 10/52,6

ing courses

Internship 47/50,0 23/31,5 9/47,4

Self-education 28/29,8 10/13,7 14/73,7

1 PeecTp MeTOAMK NPOBEJEHHS CYJOBUX EKCIEPTHS3.

06.08.2021).
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URL: http://rmpse.minjust.gov.ua (Accessed:
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One of the interviewed officer of the prosecu-
tor's office pointed out, ‘In the course of our career
enhancement training. We have considered specific
features of working with electronic traces only the-
oretically. If you want to learn something, you are
on your own or go ask your techie friends for help’.

Based on the findings of our studies, we be-
lieve O. Ribaux is right, saying that the modern
system of police training needs to be combined. In
addition to acquisition of the skills and expertise
in the laws and the exclusively police work, the
author also encourages the students to experi-
ment with technologies, developing their skills in
operation of the relevant software, computer
models of analysis of risks and crimes, and work-
ing with huge amounts of data (Ribaux, 2019).

As regards the latter, when investigators (or
their field officers) examine electronic evidence,
they indeed may have to deal with certain com-
plications because of the big amount of data that
needs to be collated, processed and analyzed. A
single document containing the data on bank
transactions or communication details may drag
the investigation out considerably, not to mention
the cases when one has to deal with dozens, hun-
dreds or thousands of such documents. A field
officer point out,

“l always feel some discomfort whenever a
great number of incoming electronic documents
are attached in response to my query and I need to
execute an examination report on them. I usually
sort them through and pick the information that is
most important to the case”.

These are the most common examples of big
amounts of data flooding the law enforcement
agencies:

1) responses from institutions, enterprises,
organizations;

2) images and data seized from devices (in-
cluding the remote ones);

3) databases;

4) combinations of the abovementioned;

Let us elucidate on each point.

As regards the responses from institutions, en-
terprises, organizations, most commonly, when it
comes to big amounts of data, law enforcement
agencies have to deal with bank transactions, re-
ports of providers and telecommunication opera-
tors, and responses from financial organizations.
On the one hand, these documents are nothing
new to the law enforcement officers. On the other
hand, however, any considerable increase in the
amount of data makes the examination process
considerably harder and renders the old methods
of analysis useless.

Following the integration of the data from
such responses, one may proceed to developing
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the insights which can direct the course of inves-
tigation. For example, the technique of call corre-
lation suggested by A. Marshall and P. Miller
(2019) can be used for the analysis of connection
between the targets of an investigation who use
cellphones with non-existent or changing IMEI, or
virtual phone numbers to set a connection. This
technique has already been tested in the investi-
gation and the evidence collected in this manner
has been accepted by the court.

On the early stages, law enforcement agen-
cies try to expedite the investigation by officially
requesting the information from institutions, en-
terprises and organizations. And this is when one
may face an implicit problem of identification of
the address to which any such request needs to
be sent. Structurally, the organization may com-
prise of several subjects or it can even put in great
efforts to conceal its real address. This problem is
often solved by a well-established interaction
with other field units, including the units from
various regions of Ukraine.

The response to a request may contain in-
formation exposing the offenders. However, one
may be in for some serious risks here as well.
Firstly, under the Ukrainian laws, a request is not
a procedural document, so the reception of the
relevant information shall be formalized through
the investigative process known as ‘temporary
access to items and documents’. Secondly, the
information kept by the relevant subject may be
lost, unless the investigation proceeds in a timely
manner. So far, the operators are obliged by law
to store the information about the connections
between their subscribers but the length of such
storage is not clearly defined. To avoid situations
like this, big foreign providers of electronic ser-
vices use specifically dedicated addresses or
forms of communication with the law enforce-
ment agencies (BinakoB Ta iH., 2017) through
which the latter may request the storage of any
information until it is withdrawn in accordance
with the established procedures. Unfortunately,
no such practices exist in Ukraine, so one needs to
keep in touch with various institutions so as to
avoid the loss of evidentiary information. The
draft bill mentioned hereinabove makes provi-
sions for introduction of the new injunctive rem-
edies to facilitate the criminal proceedings under
the title of “Temporary Data Storage”. By adopting
the said bill, this country will implement the well
well-establsihed foreign experience in promotion
of interaction between the law enforcement agen-
cies and the private sector to the extent applicable
to preservation of electronic evidence.

If the information is requested beyond the
national jurisdiction, one needs to proceed with
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due account for all the minute details of applica-
ble laws in the addressee state. In this case, rele-
vant recommendations of the expert groups from
various countries! and special handbooks can be
of help.

It is important to receive as complete infor-
mation as possible from enterprises and organi-
zations in an appropriate form and with the con-
tent that is relevant to the investigation. For this,
one shall structure the requesting part of the rel-
evant document in a way that will minimize the
need to request any additional information in the
future.

The form of the obtained information is cru-
cial. It has to be suitable for the analysis with the
use of customized software, especially spread-
sheets. The inquiring party shall specifically men-
tion it in the body of the document itself and over
the phone. And information that comes in a
wrong format shall be converted. Most frequently,
one needs to convert documents delivered in PDF
files and in the images.

Automated analysis of the obtained infor-
mation can be done by the regular field officers or
by the investigator who are skilled enough to op-
erate the computer equipment on the user level.
This process can be streamlined through applica-
tion of:

1) various filters in spreadsheets with an op-
tion to select information by various criteria, e.g.,
full or partial information match;

2) means of multidimensional visual analysis
of data that can help in identification of implicit
connections, and in data structuring, e.g., IMB i2,
Maltego, Palantir Gotham, Splunk;

3) applications and services for withdrawal
of structural data from the files, such as:

e identification of the bank card number and
the issuing bank;

e [P-address, making sure they belong to
specific telecommunication providers (opera-
tors);

e words and phrases, and calculation of their
quantity;

e chains of messages from an individual user
for retrospective analysis of his/her activities and
identification.

If the analysis automation in any specific sit-
uation is difficult or not feasible, one needs to ap-
ply the logical data processing methods.

1 Basic Tips for Investigators and Prosecutors
for Requesting Electronic/Digital Data/Evidence
from Foreign Jurisdictions // United Nations : Sait.
URL: https://www.unodc.org/documents/legal-
tools/Tip_electronic_evidence_final_Eng logo.pdf
(Accessed: 06.08.2021).
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A comparative analysis was conducted with-
in the framework of the pilot project described
hereinabove to cover the topic of the speed of ex-
ecution of the examination reports in the context
of documents containing large amounts of data
incoming from the institutions, enterprises and
organizations. The analysis was carried out using
the simple methods and automated analysis sys-
tems mentioned hereinabove. According to the
findings, the automated analysis expedited the
execution of the examination reports by 4,2 times
compared to the regular analysis methods.

When it comes to images and data seized
from data carriers, the interests of the investiga-
tion require proper registration arrangements to
be carried out within the shortest time possible
and with maximum automation of this process.
Secondly, the law enforcement officers have to
deal with electronic data that are presented in
various formats designed for a variety of operat-
ing systems. Unfortunately, according to the ques-
tionnaire findings, only 14 % of the police officers,
0 % of the prosecutor's office workers and 5,3 %
of the academic-pedagogical staff have a clear un-
derstanding of the concept of an operating sys-
tem. Meanwhile, 36,2 %, 66,2 % and 11,1 % of the
respondents of the relevant category have no clue
about the data communication protocols. With
this in mind, it would be safe to assume that regu-
lar law enforcement officers require additional
training to be able to carry out an independent
examination of the seized images. In this particu-
lar case, acquisition of knowledge and skills in
handling of forensic products that are optimum in
terms of price, quality and user friendliness ap-
pears to be most topical.

Processing and analysis of the images and da-
ta seized from devices (including remote ones)
most frequently proceeds with the help of:

¢ hardware and software packages designed
for the purpose of forensic examination of mobile
devices (at present, these packages are available
at every single department of the National Po-
lice);

e software solutions for grabbing images of
the hard disks and further examination thereof;

o traffic analysis application software.

In a conceptual article dedicated to digital fo-
rensics, E. Casey (2019) rightfully rates the foren-
sic intelligence as one of the topmost levels of
knowledge that is used for finding the solutions to
the tasks of digital forensics. A combination of the
forensic intelligence and the open source intelli-
gence is the latest technique in law enforcement
practices that needs to be taken into account dur-
ing the handling of the seized images and data
(Quick, Choo, 2018). It means that data shall be
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seized from a personal computer first, and then it
all shall be imported to the analytical platform in
the commonly structured form. Then the addi-
tional data search on the Web shall follow. The
Maltego appears to be the proper analytics plat-
form in this case that has been successfully used
by the national and foreign law enforcement
agencies in crime investigations. This technique
was tested within the framework of the project
described hereinabove in the context of documen-
tation of the organized crime activities and
proved to be efficient.

Databases can be classified as a special cate-
gory of structured information that needs specific
processing and analysis. They can be presented in
a variety of formats and, therefore, finding a
common denominator for them may prove to be
hard. To this end, special software can be used.

Some proceedings accumulate all the data
provided. Processing and analysis of such data
takes quite a while. It stands to reason to expect
that the number of proceedings containing di-
verse electronic evidence will keep growing in the
future. Which will exacerbate yet another prob-
lem - existing but not crucial so far - cases lining
up for digital forensics in long queues. Nowadays,
the waiting time for that kind of examination may
take up to half a year. And no one can be sure of
how long the examination itself will take. With all
these problems, carrying out the investigation
within reasonable timeframe may prove to be
quite hard.

This is exactly why it is so important to pro-
vide career enhancement training to the field of-
ficers and investigators so that they are able to
carry out simple operations with electronic evi-
dence on their own. In addition, it is necessary to
provide law enforcement agencies with the tech-
nical component that would facilitate the automa-
tion of the evidence examination process. One
may engage the academic-pedagogical staff, ca-
dets and students of specialized higher educa-
tional institutions in the process to expedite the
relevant analysis. This way, on the one hand, the
principle of the dual education system can be im-
plemented for the future law enforcement officer.

On the other hand, it will be possible to facilitate
the field officers and investigators in the conduct
of technical forensic operations.

CONCLUSIONS. Introduction of innovative
practices and techniques is the cornerstone of the
reforming the law enforcement system. Promo-
tion of the culture and methods of working with
electronic (digital) evidence shall become one of
the priorities of the relevant reforming. However,
it is important to treat the object of reforming
from the perspective of the complexity theory
rather than as a linear system. B. Baker (2018)
believes that the complexity theory suggests a
way to understanding the nature and conse-
quences of the relevant interference with the ob-
ject of reforming and offers the alternative ap-
proaches to linear logical structures.

The growing tendency of introduction of
computer technologies in every single area of life
necessitates the rethinking of the approaches ap-
plied by the law enforcement agencies in their
operation. Investigators and field officers solving
numerous crimes have to deal with electronic
traces which are saved one way or another, be it
the data in smartphones or distributed systems.
At the same time, obviously, a considerable in-
crease in the level of the use of computer technol-
ogies by the citizens will gradually require regular
investigators and detectives to collect and analyze
the electronic traces on their own, for involve-
ment of the experts in almost every criminal pro-
ceeding will be a hard task indeed. Therefore, it is
vital to provide the law enforcement officers with
the required technical equipment and the appro-
priate training.

Practitioners of the law enforcement agen-
cies often point out that scholarly studies are of-
ten out of touch with the practical needs and real-
ity. This problem also exists in the developed
countries, so the relevant researches need to be in
a language that is clear and understandable to the
practitioners (Rojek, Alpert, Smith, 2012). Taking
all the foregoing into account, the authors en-
deavored to present the findings of this article in
a manner that would make them interesting and
helpful to a wide range of legal professionals.
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MAHJKAM A. B, IOTBUILYAK A. A, MAHXKAH U. A. OPTAHU3ALIMOHHBIE
U KPUMHWHAJ/IMCTUYECKHUE ACIIEKTbI PABOTbI C 3JIEKTPOHHBIMH
JAOKA3ATEJ/IbCTBAMU

Ha npuMepe ykpanHCKOro oInbITa paboThl IPaBOOXPAaHUTEIbHBIX OPraHOB IPOaHaIM3UPOBa-
Hbl 0COGEHHOCTH PaboThl C 3J1EKTPOHHBIMU (IIMPOBBIMH) J0Ka3aTeabcTBaMU. Oco60e BHU-
MaHHe cPOKYCHPOBAHO Ha BOIPOCAX, CBSI3aHHBIX ¢ GopMaiu3alnueil U U3yYeHUEM COJieprKa-
HUS 3JIEKTPOHHBIX C/1€JI0B NMPECTYIUIEHUs, a TaKKe Ha YJIydlleHUH OpraHu3alUuu paGoThl C
3JIEKTPOHHBIMH Ji0Ka3aTeabcTBaMU. O60CHOBaHA MO3ULUS O HEOGXOAUMOCTH NPUOOpETEHHUS
HaBBbIKOB U 3HAHUH paboThI C 3JIEKTPOHHBIMHU JlI0OKa3aTeIbCTBAMH OObIYHBIMU PAaBOOXPaHU-
TessiMy. 0603HAYEHO, UTO IPUPOJA U MeXaHHU3M GOPMUPOBAHUS 3JIEKTPOHHBIX JIaHHBIX 1103-
BOJISIIOT PAacCMaTPUBATh UX KaK OTJEJbHBIM BHJ, [JOKA3aTesJbCTB, a ONpeJeseHHble B JIel-
CTBYIOILIEM YKPAaWHCKOM 3aKOHOZJATEJIbCTBE POpMbl UX PUKCALMU B HACTOsILee BpeMs He
SIBJISIIOTCS] COBEPLIEHHBIMU. AKLIEHTUPOBAaHO BHUMaHHeE Ha 0COGEHHOCTSX paboThl C OTBETAMU
yupexxJeHuH, npeAnpUsTUH, OpraHu3alui, U3bATBIMU 00pa3aMy M JaHHBIMH C HOCUTeJIEH,
6aHKaMM JaHHbIX, KOMOUHALUSAMU HepeyucaeHHoro. [IpesiokeHHble pelleHNs YYUThIBAIOT
OTIBIT, IPUOGPETEHHBIM BO BpEMsl YIacCTHs B IPOEKTE 110 B3aUMO/IEUCTBUIO ITpeJCTaBUTEIEN
BBICIIMX Y4eOHbIX 3aBeZIeHUH U OJIUIMY 10 PACCIeL0BaHHIO MTPECTYILJIEHUH.
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Karueswsie cnoea: 3/1eEKMPOHHblE doxasame/zbcmea, Op2aHU3AyUOHHble acnekmabal, KpuMuHa/au-
cmu4eckKkue acnekmol, npomueoaeﬁcmeue npecmynHocmu, pral,IHa.

MAHXKAH 0. B., IOTUJIbYAK A. 0., MAHXKAM 1. A. OPTAHI3AILIMHI

TA KPUMIHAJIICTUYHI ACIIEKTHU POBOTHU 3 EJIEKTPOHHUMHU J1O0KA3AMHU

Ha npuksazi ykpaiHCbKOro OCBify po60TU IPaBOOXOPOHHUX OpraHiB MpoaHa/i30BaHO 0CO6-
JIMBOCTi pO6OTH 3 eJIeKTPOHHUMH (LMPpoBUMU) JoKa3aMHU. YBary 3ocepe/PKeHO Ha TUTAHHSX,
NOB’s3aHUX i3 popMavtizalji€ro Ta BUBYEHHAM 3MICTY eJIeKTPOHHUX CiJ{iB 3JI04HMHY. 3a J0T0-
MOTO0I0 KiJIbKiCHUX Ta IKICHUX MeTO/iB 3allpONOHOBAHO LUIJISAXU BUpilIeHHA MPO6JeMHHUX MU-
TaHb y cdepi po6OTH 3 eJIeKTPOHHUMHU JaHUMM. Ik eMIipu4Hi jaHi BUKOPHCTAHO pe3yJbTaTH
aHKeTyBaHHS NOJIILEHCbKUX, NMPALiBHUKIB NPOKypaTypy Ta HAyKOBO-IeJaroriyHoro CKJaagy
3ak/j1aZiB BUILOI ocBiTH cucteMd MBC YkpaiHy, a TakoX NMPOMDKHI pe3yabTaTH MiJIOTHOTO
MPOEKTY LIOJ0 MPOTHUAII 3/I04MHaM Yy Kibepcdepi, IKUH peasi3yeTbcsl B OAHOMY i3 3aKJIAJiB
BUILO] OCBITH y B3aEMOJI] 3 perioHaJbHUMH MiApo3jisaMu KibeprosiLii Ta perioHaJbHUMHU
yOpaBJIiHHAMM noJinii y ABox o6sacTax YKpainu. [IpoMixHi pe3yibTaTH y4acTi y IPOEKTI CBi-
[I4aTh, [0 HABITh MPOCTA aBTOMATU3AIis1 OKpeMUX IIPoLeciB 06po6KH ¥ aHai3y iHpopmarii B
€JICKTPOHHOMY BUTJIAAAI 3JjaTHA CYTTEBO CKOPOTUTH 4ac Po3C/IilyBaHHs.

OxpeMy yBary npu/iiJieHo IOKpalleHHIO opraHisauii po60TH 3 eJIeKTPOHHUMHU JoKa3amu. 06-
I'PYHTOBAHO MO3UILi10 PO HEOOXiJHICTh HAOYTTs HAaBUYOK i 3HaHb POGOTH 3 eJIeKTPOHHUMHU
JIOKa3aM{ IepeciYyHUMHU MPABOOXOPOHIIMH. 3a3HAa4yeHo, 1[0 MPUpoJa Ta MexaHi3M ¢(opMy-
BaHHA eJIEKTPOHHUX JAaHUX J03BOJISIOTh PO3rJIAAATH iX K OKpeMUM BUJ JOKa3iB, a BU3HaYe-
Hi B YUHHOMY YKpaiHCbKOMY 3aKOHOZAaBCTBI popmMu ix dikcarii cborosHi He € JOCKOHATUMH.
Ha ocHoBI onpalnboBaHUX pe3yJIbTaTiB [I0Ka3aHo, 110 IPAaBOOXOPOHLAM Iif| 4ac po3clifyBaH-
Hf1 3JIOYMHIB Bce YacTillle JOBOJUTLCSA CTUKATHCA 3 JaHUMU BEJUKOIo 06'eMy. AKLIEHTOBaHO
yBary Ha oCoGJIMBOCTSIX poGOTH 3 BiJIOBIJAMU yCTAHOB, iANPUEMCTB, OpraHisaniii, Busyde-
HUMH 06pa3aMH Ta JaHUMHM 3 HOCIiB, 6aHKaMHU JJAaHUX, KOMGiHAIisIMU MepesiueHoro. 3amporo-
HOBaHIi pillleHHsI Bpax0OBYOTb JOCBiJ], HAOYTHUH Mif 4ac y4acTi B IpoeKTi 3i B3aeMoii npeacTa-
BHUKIB 3aKJ/1a/liB BUILOI OCBITH Ta NOJIILII {010 PO3C/iyBaHHA 3JI0YMHIB.

Kawwuyosi cnosa: enekmpoHHi dokasu, opzaHizayitiHi achekmu, KpuMiHasicmuuHi achekmu,
npomudis 3104UHHOCMI, YKpaiHa.
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