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SPECIFIC FEATURES OF OBTAINING AND USING ELECTRONIC EVIDENCE

IN CRIMINAL PROCEEDINGS

The relevance and importance of this research is due to the fact that scientific and
technological progress and rapid development of information technology in all spheres of
public life have significantly influenced the emergence of new types of criminal offences.
Criminals are using computer systems and other portable devices to commit unlawful acts with
increasing frequency. Today, many criminal offences are being committed with the help of
information technology around the world, ranging from simple online fraud to the threat of a
territorial act. Therefore, one of the ways to record (document) such illegal activities effectively
is to obtain (collect) electronic evidence by law enforcement agencies in criminal proceedings.
In this regard, the key role is played by evidence, which helps to form an evidence base that
makes it possible to notify a person of suspicion, send an indictment to the court and make a
final court decision on the guilt (innocence) of a person in committing a particular criminal
offence. Achievement of this objective undoubtedly necessitates a specific legal procedure for
seizure of electronic evidence in criminal proceedings, which is not yet clearly defined in terms
of its collection, leading to numerous cases of courts declaring such evidence inadmissible.

In the course of the scientific research, the author of the article analyses the views of scholars
on the interpretation of the concept of electronic evidence; provides the legislative
interpretation of this term (unlike the CPC of Ukraine, other procedural codes enshrine the
concept of electronic evidence); studies the case law on the issue of electronic evidence being
admissible/inadmissible; and identifies the main features of electronic evidence, etc.

Given the fact that the Russian Federation commits war crimes on the territory of Ukraine on a
daily basis, the author states the need to collect and record evidence of such crimes from open
sources, which will further ensure the prosecution of the perpetrators.

In the course of studying the specific features of obtaining and using electronic evidence in
criminal proceedings, the author applied general scientific and special scientific methods, in
particular, dialectical, formal and logical, and comparative legal methods. The interrelated use
of these methods allowed for a comprehensive study, where each of these methods was used at
a certain stage of the examination of the specific features of obtaining and using electronic
evidence in criminal proceedings.

Key words: process of proof, obtaining (collecting) evidence, sources of evidence, electronic evi-
dence, digitalisation, collecting evidence from open sources.
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INTRODUCTION. Technological progress,

It is worth noting that with Russia’s full-scale

the development of information technology and
global achievements related to digitalisation are
introducing new trends in all areas of our lives,
including the legal sphere. These processes affect
both the transformation of crime and the search
for new means of exposing such activities, collect-
ing evidence of criminal offences committed by
certain individuals, and more. Therefore, the pos-
sibility of obtaining data from new sources within
the criminal proceedings, such as unmanned sys-
tems, satellite communications, data from open
and other sources, including the Internet, which
have not been taken into account in the collection
of evidence in criminal proceedings, is becoming
increasingly important. This list is constantly be-
ing expanded.

military invasion of Ukraine, which is accompa-
nied by the constant commission of war crimes,
Ukraine’s law enforcement agencies have faced
new challenges in documenting and investigating
them. In addition, during the ongoing hostilities,
temporary occupation and annexation of Ukraini-
an territories, the prospect of conducting a proper
pre-trial investigation is minimised or, in some
cases, even impossible. For example, the analysis
of footage from video cameras located in the oc-
cupied cities, combined with information ob-
tained from browsing web pages, messengers,
and social media, makes it possible to identify a
war criminal or collaborator (Fomina, Rachyn-
skyi, 2023, p. 208). In this regard, proper docu-
mentation of criminal offences, and especially
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those committed under martial law, is very im-
portant, as civil society seeks to ensure justice, and
its achievement is the main task of all subjects of
the criminal procedure, who must take the neces-
sary measures to identify the persons who have
committed and/or continue to commit criminal
offences. This can be ensured by providing the
court with an adequate evidence base, and in view
of this, when collecting the necessary evidence, pre-
trial investigation authorities should use technical
advances to conduct a prompt and complete pre-
trial investigation. In this aspect, obtaining (collect-
ing) electronic evidence, including from open
sources, is important in the process of proving.

Meanwhile, a systematic analysis of the CPC
of Ukraine shows that:

firstly, the legislator does not separately dis-
tinguish electronic evidence from other types of
evidence in this matter, but they are subject to
general requirements for relevance and admissi-
bility, which will ensure the presence or absence
of facts and circumstances relevant to criminal
proceedings and subject to proof;

secondly, the legislator does not separately
distinguish electronic evidence as a source of evi-
dence, and does not establish a certain form of
evidence, but focuses on its content and compli-
ance with the established criteria. We believe that
the general principles of criminal procedure enti-
tle the prosecution and the defence to provide the
court with any appropriate and admissible evi-
dence within the adversarial procedure, without
limiting it by form or source, but subject to the
general principles and requirements of its admis-
sibility.

PURPOSE AND OBJECTIVES OF THE
RESEARCH. The purpose of the article is to pro-
vide a theoretical comprehension of the specific
features of obtaining and using electronic evi-
dence in criminal proceedings. To achieve this
purpose, the following tasks were solved: 1) to
analyse the doctrinal approaches to understand-
ing the concept of electronic evidence; 2) to re-
view the current procedural legislation of
Ukraine, the provisions of which define the con-
cept of electronic evidence; 3) to present the
practice of judicial authorities relating to the is-
sues of recognition of electronic evidence as ad-
missible.

METHODOLOGY. In order to achieve the
purpose and objectives of the study, the author
used modern methods of scientific knowledge.
The study is based on a dogmatic analysis of sci-
entific points of view, the provisions of the cur-
rent procedural legislation and case law, which
contributed to the formulation and substantiation
of the following conclusions.

The research methodology was built on the
basis of the dialectical method, which is an objec-
tively necessary logic of the movement of cogni-
tion, and its application allowed to consider doc-
trinal approaches to the interpretation of the
concept of electronic evidence. Using the dialecti-
cal method, the current state of legal regulation of
collection of electronic evidence in criminal pro-
ceedings was analysed. The methods of analysis,
synthesis and comparison were used to study the
state of adaptation of the criminal procedure leg-
islation of Ukraine in terms of regulating the pro-
cedure for collecting electronic evidence. The
formal logical method made it possible to propose
certain ways to solve the identified problems. In
the course of the study, the comparative legal
method was also used, which made it possible to
compare the provisions of the current legal acts of
Ukraine with the provisions of international doc-
uments containing recommendations on the col-
lection and recording of electronic evidence.

RESULTS AND DISCUSSION. Currently, in
the modern legal literature, one can find quite
pluralistic methodological approaches to the defi-
nition of the category of “electronic evidence”, in
particular, scholars interpret the latter as:

-a set of information stored in electronic
form on any type of electronic media and in elec-
tronic means (Kotliarevskyi, Kitsenko, 1998). In
this regard, the peculiarity of this evidence is that
it cannot be perceived directly, but must be inter-
preted in a certain way and analysed with the
help of special hardware and software (Muradov,
2013, p. 314);

- any data stored or transmitted by computer
that supports or refutes a theory of how the crim-
inal offence occurred or that relates to elements
of the mechanism of the criminal offence, such as
intent or alibi (Casey, 2011, p. 7);

- electronic data that confirm facts, infor-
mation or a concept in a form suitable for pro-
cessing by computer systems, including a pro-
gramme for executing a computer system or
other actions (Akhtyrska, 2016, p. 125);

- information in electronic form on facts and
circumstances relevant to the case and recorded
by means of electronic media provided for by law
or transmitted via electronic communication
channels (Vernydubov, Belikova, 2018, p. 301);

- actual data stored in electronic form on any
type of electronic media and in electronic means,
becoming available for human perception after
processing by special technical means and soft-
ware (Alekseev-Protsyuk, Bryzkovskaya, 2018,
p- 250). In our opinion, the most important aspect
of this definition is the reference to “data”, i.e. in-
formation stored in electronic form, such as text,
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images, audio and video files, etc. It is the refer-
ence to information that makes it possible to cov-
er all forms of evidence created or stored on the
relevant device;

- information in electronic (digital) form con-
taining data on the circumstances relevant to the
case, in particular, electronic documents (including
text documents, graphic images, plans, photographs,
video and sound recordings, etc.), websites (pag-
es), text, multimedia and voice messages, metada-
ta, databases and other data in electronic form.
Such data may be stored, in particular, on portable
devices (memory cards, mobile phones, etc.), serv-
ers, backup systems, and other places where data is
stored in electronic form (including the Internet)
(Brown, Ovsyannikov, Shynkorenko, 2019);

- data on circumstances that are relevant to
criminal proceedings and exist in an intangible
form within a technical medium or communica-
tion channel and whose perception and study is
possible with the help of technical means and
software (Sirenko, 2019, p. 211);

- evidence that can be obtained in electronic
form using electronic devices, computer storage
media, as well as computer networks, including
the Internet (Hutsaliuk et al., 2020, p. 5);

- information in electronic (digital) form, ob-
tained in accordance with the procedure provided
for by the criminal procedural law, which is rele-
vant to criminal proceedings (Hutsaliuk, Antoni-
uk, 2020, p. 44).

At the doctrinal level, the use of the defini-
tions of “digital evidence” and “electronic evi-
dence” is also controversial among scholars. Thus,
analysing these concepts, A. V. Kovalenko (2022,
p. 49) notes that none of these terms is optimal
from a technical point of view: today there are
already coding systems that are not based on the
use of numbers, as well as computing devices and
modern means of information transmission that
do not rely on the movement of electrons (quan-
tum computers, data transmission using optical
signals, etc.). Therefore, for information pro-
cessed, transmitted or stored in the ways de-
scribed, the use of the terms “digital” or “electron-
ic” would be technically incorrect. It can be
predicted that with the development of science
and technology, other computer technologies will
become widespread, which do not actually corre-
spond to the terms under consideration.

In the context of the foregoing, it may be not-
ed that electronic evidence occupies an inde-
pendent place among the means of proof, but it
cannot be classified as material or written evi-
dence. In addition, according to the rules of for-
mal logic, a concept has both specific and generic
features. The term “evidence” itself is generic to

electronic evidence, the interpretation of which is
enshrined in the provisions of Part 1 of Article 84
of the CPC of Ukraine. At the same time, electronic
evidence is characterised by inherent features
that distinguish it from other types of evidence
(testimony, material evidence, etc.). Among the
features of electronic evidence are the following:
a) they have an intangible external expression;
b) they can be transferred or copied to various
technical means without loss or damage to the
content; ¢) in order to reproduce such evidence in
court, technical devices are required.

Further to the study, it should be noted that
the concept of electronic evidence has been clari-
fied at the legislative level. In particular, accord-
ing to part 1 of Art. 96 Commercial and Procedur-
al Code of Ukrainel, Article 99(1) Code of
Administrative Proceedings of UkraineZ and Arti-
cle 100(1) Civil Procedural Code of Ukraine3
“Electronic evidence shall mean the information
in electronic (digital) form containing data on the
circumstances relevant to the case, in particular,
electronic documents (including text documents,
graphics, plans, photographs, video and audio re-
cordings, etc.), websites (pages), text, multimedia
and voice messages, metadata, databases and other
data in electronic form. Such data can be stored, in
particular, on portable devices (memory cards,
mobile phones, etc.), servers, backup systems,
other places of data storage in electronic form
(including the Internet)”.

According to the Guidelines of the Council of
Europe Committee of Ministers on Electronic Evi-
dence in Civil and Administrative Proceedings,
adopted by the Committee of Ministers on 30 Jan-
uary 2019 at the 1335th meeting of the Deputy
Ministers, “electronic evidence” means any evi-
dence contained in, or produced by, any device
whose functioning depends on software or data
stored or transmitted through a computer system
or network#. Analysing the case law of the CCU of

1 Verkhovna Rada of Ukraine. (1991). Commer-
cial and Procedural Code of Ukraine (Law No. 1798-
XII). https:/ /zakon.rada.gov.ua/laws/show/1798-12.

2 Verkhovna Rada of Ukraine. (2005). The Code
of Administrative Proceedings of Ukraine (Law
No. 2747-1V). https://zakon.rada.gov.ua/laws/show/
2747-15.

3 Verkhovna Rada of Ukraine. (2004). The Civil
Procedural Code of Ukraine (Law No.1618-1V).
https://zakon.rada.gov.ua/laws/show/1618-15.

4 Guidelines of the Committee of Ministers of the
Council of Europe CM(2018)169 on electronic evidence
in civil and administrative proceedings. https://
minjust.gov.ua/m/rekomendatsii-parlamentskoi-
asamblei-ta-komitetu-ministriv-radi-evropi.
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the Supreme Court on the admissibility of elec-
tronic evidence, Judge Nadiya Stefaniv (2022)
noted that the above-mentioned document of the
Committee of Ministers of the Council of Europe
covers the basic principles that should be fol-
lowed when collecting and processing electronic
evidence, so that any evidence admitted to the
trial is appropriate and admissible Judges are also
responsible for improving their own professional
knowledge of the use of electronic evidence.

It is worth noting that the judicial practice of
Ukraine has also made attempts to clarify the
concept of electronic evidence. For example, para.
68 of the resolution of the judges of the Joint
Chamber of the Commercial Court of Cassation of
the Supreme Court of 15.07.2022 in case No. 914/
1003/21 states that “electronic evidence is any
information in digital form that is relevant to the
case”. On this basis, the Court noted that “messag-
es (with attachments) sent by e-mail are electron-
ic evidence”1.

In the light of the above, as well as taking into
account the provisions of Articles 84 and 99 of the
CPC of Ukraine, it can be concluded that the char-
acteristic of electronic evidence is its electronic
(digital) form. In particular, the original document
is the document itself, and the original electronic
document is its reflection, which is given the same
meaning as the document. As we can see, accord-
ing to the CPC of Ukraine, an electronic document
is a separate type of document that can be used as
evidence in criminal proceedings, and according
to DSTU 7157:2010 “an electronic document is a
document in which information is presented in
the form of electronic data and for the use of
which computer equipment is required”2. On this
issue, referring to the practice of the Criminal
Court of Cassation of the Supreme Court, we see
that the latter states that “the identification of
electronic evidence as a means of proof and the
material carrier of such a document is groundless,
since the characteristic feature of an electronic
document is the absence of a strict link to a specif-
ic material carrier. ... The admissibility of an elec-
tronic document as evidence cannot be denied
solely on the grounds that it has an electronic
form. In accordance with the Law of Ukraine ‘On
Electronic Documents and Electronic Document
Management', if an electronic document is stored

1 The Resolution of the judges of the Joint
Chamber of the Commercial Court of Cassation of
the Supreme Court dated 15.07.2022 (case No. 914/
1003/21).

Z State Consumer Standard of Ukraine. DSTU
7157:2010. Official edition. Kyiv, 2010. http://ksv.do.
am/GOST/DSTY_ALL/DSTY1/dsty_7157-2010.pdf.

on several electronic media, each of the electronic
copies is considered an original electronic docu-
ment. The same electronic document may exist on
different media. All copies of an electronic docu-
ment identical in content may be considered as
originals and differ from each other only in time
and date of creation. The issues of identifying an
electronic document as an original may be re-
solved by the authorised person who created it
(using special software to calculate the checksum
of a file or directory containing files (CRC-sum,
hash-sum), or, if there are appropriate grounds,
by conducting special research”3.

Consequently, it can be noted that in court
practice, a comprehensive examination by the
court of the procedure for obtaining (collecting)
electronic evidence, its fixation and presentation
as evidence in criminal proceedings is of great
importance. In this regard, it is very important
that the court does not declare the evidence in-
admissible on formal grounds, because, as stated
in the Guidelines of the Committee of Ministers of
the Council of Europe on electronic evidence in
civil and administrative proceedings, courts
should take into account all relevant factors re-
garding the source and reliability of electronic
evidence, and are aware of the value of electronic
trust services in establishing the reliability of
electronic evidence. And if it does not contradict
the norms of the national legal system, and with
the exception of a court decision, electronic data
should be accepted as evidence, unless the au-
thenticity of such data is disputed by one of the
parties. It should be borne in mind that “intelligi-
bility, accessibility, integrity, authenticity, reliabil-
ity and, where appropriate, confidentiality and
privacy should be components of electronic evi-
dence during its storage. Electronic evidence
should be preserved with standardised metadata
so that the context of its creation is clear. The com-
prehensibility and accessibility of stored electronic
evidence should be guaranteed over time, taking
into account the evolution of information technol-
ogy”4. Similar provisions are enshrined in part 4 of
Article 69 of the Rome Statute of the International
Criminal Court, which states that “the court may,
in accordance with the Rules of Procedure and

3 Resolution of the Joint Chamber of the
Criminal Court of Cassation of the Supreme Court
dated 29.03.2021 (case No.554/5090/16-k).
https://reyestr.court.gov.ua/Review/95848991.

4 Guidelines of the Committee of Ministers of the
Council of Europe CM(2018)169-add1final on electron-
ic evidence in civil and administrative proceedings.
https://minjust.gov.ua/m/rekomendatsii-parla-
mentskoi-asamblei-ta-komitetu-ministriv-radi-evropi
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Evidence, rule on the relevance or admissibility of
any evidence, taking into account, inter alia, its
strength and any prejudice which such evidence
may cause to the conduct of a fair trial or to the
fair assessment of the testimony of a witness”1.

Undoubtedly, this issue is very important,
since electronic evidence is part of the criminal
proceedings, and the digitalisation of all social
relations and technological progress lead to a
constant increase in both the types of electronic
evidence that can be used by the parties to the
criminal proceedings and their share in the over-
all evidence base. Sources of evidence in electron-
ic form may include: various storage media; mon-
oblocks, mobile devices (mobile phones, tablet
computers), digital cameras, routers, computer
networks, the global Internet, sound and video
recordings, etc. This means any electronic device,
and this list may be significantly expanded over
time. The information is stored on these devices
in the form of information objects (data), which
include: text and graphic documents; data in mul-
timedia formats; information in database formats
and other applications of an applied nature.

Currently, social networks and publicly avail-
able web resources contain a large amount of in-
formation that can be used as evidence in crimi-
nal proceedings. However, electronic evidence
has its own specifics, so its proper collection is
crucial for the possibility of further use as ad-
missible evidence in criminal proceedings. This
is especially important in times of Russia’s full-
scale invasion of Ukraine, which entails daily
violations of human rights, war crimes, violations
of the laws and customs of war, and international
conventions ratified by Ukraine. Therefore, the
issue of collecting and recording information in
electronic form from open sources is very im-
portant. The use of data from open sources pro-
vides new opportunities for investigating crimi-
nal offences, exposing criminals, proving their
guilt in court, and thus bringing them to justice
and achieving the objectives of criminal proceed-
ings in general.

Ensuring proper recording for the possibility
of further authentication of the relevant electron-
ic evidence, establishing its primary source, and
the path of movement is the basis for the court’s
perception of certain electronic evidence as ad-
missible. At the same time, it is too complicated
by the absence of a standard for collecting infor-
mation from open sources at both the national
and international levels.

1 United Nations. (1998). The Rome Statute of
the International Criminal Court. https://zakon.
rada.gov.ua/laws/show/995_588.

It is worth noting that a large number of non-
governmental organisations, such as Bellingcat,
Human Rights Watch, conduct online investiga-
tions using publicly available online content
known as open source intelligence (OSINT). Am-
nesty International’s Evidence Lab focuses on
content that indicates attacks on civilian areas or
infrastructure (hospitals, schools) or the use of
prohibited weapons (e.g. cluster bombs). Amnes-
ty claims to have collected thousands of videos of
alleged atrocities in Ukraine to date. The labora-
tory uses geolocation, metadata, satellite imagery,
weapons experts’ opinions and eyewitness testi-
mony to confirm digital evidence. At the same
time, the CPC of Ukraine does not provide for
provisions on evidence obtained from open
sources, but this does not lead to procedural ob-
stacles to their use in criminal proceedings. After
all, determining the content of evidence obtained
from open sources and their legal assessment can
be carried out on the basis of the provisions of § 1
of Chapter 4 “Evidence and Proof” “The Concept
of Evidence, Relevance and Admissibility in Rec-
ognising Information as Evidence” and other par-
agraphs of Chapter 4, which regulate certain pro-
cedural types of evidence.

One of the most progressive steps in this re-
gard was the adoption of the Berkeley Protocol on
Open Source Investigations, which was developed
by the Centre for Human Rights at the University
of California, Berkeley. This is the first-ever guide
to the effective use of open source information in
international investigations of criminal and hu-
man rights violations, designed to set this stand-
ard?. According to O. Yanovska, “The Berkeley
Protocol defines the terminology and methodolo-
gy of data, the procedure for collecting, analysing
and storing digital information that is publicly
available in compliance with professional, legal
and ethical principles. The Berkeley Protocol has
not been officially translated into Ukrainian, but
this document is referred to in the letter of guid-
ance of the Office of the Prosecutor General on the
preservation of digital information from open
sources of 28 August 2021”3.

2 Matrix. (2020, January 28). The Berkeley Pro-
tocol on Open Source Investigations. https://matrix.
berkeley.edu/research-article/berkeley-protocol-
open-source-investigations/.

3 Supreme Court. (2021). Judges of the CCS of the
Supreme Court discussed problematic issues of
admissibility of electronic evidence during court
proceedings. https://supreme.court.gov.ua/supreme/
pres-centr/news/1202347/; Yanovska, O. (2021, Oc-
tober 31). The procedure for collecting and recording e-
evidence must necessarily include computer

190



ISSN 1727-1584 (Print), ISSN 2617-2933 (Online). [Ipaso i 6e3neka - Law and Safety. 2024. Ne 1 (92)

The Berkeley Protocol describes professional
standards to be applied in the identification, collec-
tion, preservation, analysis and presentation of
digital open source information and its use in in-
ternational criminal and human rights investiga-
tions. Open source information is information that
any member of the public can observe, purchase or
obtain, which does not require special legal status
or unauthorised access. Digital open source infor-
mation is publicly available information in digital
format, usually obtained from the Internet. Open
source digital information includes data created by
both users and machines, and may include, for ex-
ample: content published on social media; docu-
ments, images, video and audio recordings on
websites and information-sharing platforms; satel-
lite imagery; and government-published data?.

In today’s environment, it is important to
have appropriate advice, recommendations and
instructions on recording, preserving, archiving,
and evaluating electronic evidence, as this will
allow such evidence to be used in court. On this
issue, the working group on the implementation
of international humanitarian law and the provi-
sion of legal services to the population of the Ter-
ritorial Defence Forces Command of the Armed
Forces of Ukraine, together with the Ukrainian
Legal Advisory Group, with the support of the
AZONES law firm, prepared an illustrated guide
for the military on documenting human rights
violations and international humanitarian law.
This manual describes how to document using
video, conduct a basic survey, and what infor-
mation to look for in shelling, places of detention,
torture, etc. After all, proper recording, preserva-
tion and transmission are critical to ensure that
the information collected becomes evidence in
court, helps protect victims and ensures that per-
petrators are brought to justice. It is important to
understand who recorded the materials and in
whose hands they ended up in order to verify
them and check for possible distortions or altera-
tions2. Meanwhile, as 0. Yanovska noted, “today

specialists. ADVOKAT POST. https://advokatpost.
com/protsedura-zboru-ta-fiksatsii-e-dokaziv-obov-
iazkovo-maie-vkliuchaty-fakhivtsiv-komp-
iuternykh-tekhnolohij-suddia-ianovska/.

1 United Nations. (2020). Berkeley Protocol on
Investigations Using Open Digital Data. A practical
guide to the effective use of publicly available digital
information to investigate violations of international
criminal law on human rights and humanitarian law.
https://www.law.berkeley.edu/wp-content/
uploads/2022 /03 /Berkeley-Protocol-Ukrainian.pdf.

Z Ready to Resist. (2023, August 21). Directions
on documenting violations of Human Rights and

we cannot operate with an algorithm that would
answer the question of what should be the se-
quence of saving data contained in open sources
so that the court does not have questions about
the reliability of such data. There are cases when
it is impossible to comply with the principle of
direct examination of evidence, since the transi-
tion to the relevant link on the Internet does not
give any result or the link already contains other
information”3. Given the public need to conduct
pre-trial investigations in criminal proceedings
for war crimes, the use of data from open sources
provides new opportunities to establish the truth,
recreate events, and identify persons involved in
the commission of criminal offences in Ukraine.
All of this clearly indicates that electronic evi-
dence is a significant auxiliary tool in the imple-
mentation of the complex tasks currently facing
the law enforcement agencies of Ukraine. The ap-
plication of the Berkeley Protocol in this regard
enables international organisations to participate
in online investigations of war crimes committed
on the territory of Ukraine, including by collecting
evidence from open sources. This is possible
through monitoring and further analysis of in-
formation from messengers (Telegram, Viber,
WhatsApp, etc.), satellite images, recordings from
drones (unmanned systems), CCTV cameras, ship
navigation systems, etc. In this regard, we support
the position of A. Bushchenko that the problem is
not in the admissibility but in the reliability of
electronic evidence. The judge is convinced that
“information technology is a dynamic industry,
and if we write in the law today how to collect,
record and store electronic evidence, it may turn
out to be wrong in the future development of in-
formation technology”4. There is no doubt that
with the further advancement of scientific and
technological progress, not only new sources of
electronic evidence will appear, but also com-
pletely new categories of evidence. The scientific
theory of procedural evidence in general and its
criminal procedural part in particular, as well as
the forensic doctrine of collecting, examining and
using evidence, must keep pace with the times
and be flexible enough to changes dictated by
practice (Kovalenko, 2018, p. 242).

International Humanitarian Law. https://tro.mil.
gov.ua/yak-dokumentuvaty-porushennya-prav-
lyudyny-i-mizhnarodnogo-gumanitarnogo-prava/.

3 Supreme Court. (2022, June 7). Supreme Court
judges discussed the admissibility of electronic
evidence obtained from open sources with the experts.
https://supreme.court.gov.ua/supreme/pres-
centr/news/1282146/.

41bid.
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The analysis of investigative and judicial
practice indicates that one of the problems is the
fixation of electronic data during the process of
proof, since, as M. V. Hutsaliuk and P. Ye. Antoniuk
(2022, p. 118) point out, “information recorded in
electronic (digital) form can be easily changed,
destroyed, transmitted, copied. The specific na-
ture of information in electronic form is that it is
not directly accessible to a person, but only after
processing it by special software tools (e.g., the
text editor ‘Word’), which, in turn, operate under
the control of an operating system on a particular
computer device. In other words, the viewing of
physically identical information in the form of bits
(the minimum unit of information) on a hard
drive by different software tools will result in dif-
ferent types of actual data on a monitor screen or
printer printout”. In this regard, A. Zakharko
(2020, p. 170) notes that “the problem of using
electronic evidence is to carry out the process of
authentication, i.e. to establish certain rules and
methods by which the court and participants in

the process can be convinced of the authenticity
of the evidence”.

CONCLUSIONS. Summarising the above, it
should be noted that electronic evidence is of
great importance in the process of proving and
forming the evidence base in criminal proceed-
ings. Their receipt provides new opportunities to
ensure the effective investigation of criminal of-
fences, increase the number of sources of evi-
dence collection by the parties to criminal pro-
ceedings in order to prove the guilt or innocence
of a person, and ensure a balance between fair
trial and the inevitability of punishment. The de-
velopment of the digitalisation of society gives
impetus to all processes taking place in the coun-
try, and the use of technical achievements and
achievements of society to fulfil the tasks of the
criminal process is an important component of
Ukraine’s development as a state governed by the
rule of law and one of the guarantees of compli-
ance with the provisions of Article 6 of the Euro-
pean Convention on Human Rights.

REFERENCES

1. Akhtyrska, N. (2016). The question probative cyberinformation in aspects of international coopera-
tion in criminal proceedings. Uzhhorod National University Herald. Series: Law, 36(2), 123-125.

2. Alekseev-Protsyuk, D. 0., & Bryzkovskaya, O. M. (2018). Electronic evidence in criminal proceedings:
notions, signs and problem aspects of application. Scientific Bulletin of Public and Private Law, 2, 247-253.

3. Brown, S., Ovsyannikov, V. S., & Shynkorenko, S. V. (2019). Application of Electronic Evidence in Cor-
ruption Cases: Collection of Training Materials for Judges (N. G. Shuklina, O. P. Ishchenko, Eds). National

School of Judges of Ukraine.

4. Casey, E. (2011). Digital Evidence and Computer Crime (3rd ed.). Published by Elsevier.
5. Fomina, T. H., & Rachynskyi, O. 0. (2023). Electronic evidence in criminal proceedings: problematic
issues of theory and practice. Bulletin of Kharkiv National University of Internal Affairs, 3(2), 207-220.

https://doi.org/10.32631/v.2023.3.43.

6. Hutsaliuk, M. V., & Antoniuk, P. Ye. (2022). Procedural capacity of using electronic (digital) infor-
mation as evidence in criminal proceedings. Information and Law, 2(41), 116-122. https://doi.org/

10.37750/2616-6798.2022.2(41).270373.

7. Hutsaliuk, M., & Antoniuk, P. (2020). The essence of digital information as a source of evidence in
criminal proceedings. Forensis Herald, 33(1), 37-49. https://doi.org/10.37025/1992-4437 /2020-33-1-37.

8. Hutsaliuk, M., Havlovskyi, V., Khakhanovskyi, V. et al. (2020). The use of electronic (digital) evidence in
criminal proceedings: methodological recommendations (2nd ed.). National Academy of Internal Affairs Pub-

lishing House.

9. Kotliarevskyi, O. I., & Kitsenko, D. M. (1998). Computer information as material evidence in a criminal
case. Information technology and information protection, 2, 70-79.

10. Kovalenko, A. (2018). Digital Evidences in Criminal Proceedings: Current State and Prospects for
Use. Bulletin of Luhansk State University of Internal Affairs named after E.O. Didorenko, 4, 237-245.

11. Kovalenko, A. V. (2022, December 14). Digital or electronic? On the issue of naming a new category of
evidence and traces of a criminal offence [Conference presentation abstract]. The Round Table “Application of
information technologies in law enforcement”, Kharkiv, Ukraine.

12. Muradov, V. V. (2013). Digital evidence: criminalistical aspects of using. Comparative and Analytical

Law, 3,316-313.

13. Sirenko, 0. V. (2019). Electronic evidence in criminal proceedings. International Law Herald: Actual
Problems of the Present (Theory and Practice), 14, 208-214. https://doi.org/10.33244/2521-1196.

14.2019.208-214.

14. Stefaniv, N. (2022). Judicial practice of the CCC of the Supreme Court on the admissibility of electronic
evidence. Supreme Court. https://supreme.court.gov.ua/userfiles/media/new_folder_for_uploads/supreme/

Prezentatsiia_Stefaniv.pdf.

15. Vernydubov, 1., & Belikova, S. (2018). Electronic evidences: concept, features and problems of their
study by the court. European Political and Law Discourse, 5(2), 299-305.

192



ISSN 1727-1584 (Print), ISSN 2617-2933 (Online). [Ipaso i 6e3neka - Law and Safety. 2024. Ne 1 (92)

16. Zakharko, A. (2020). Fixation of evidence in the course of proving. Scientific Bulletin of the Dniprope-
trovsk State University of Internal Affairs, 3, 168-173. https://doi.org/10.31733/2078-3566-2020-3-168-173.

Received the editorial office: 21 December 2023
Accepted for publication: 27 March 2024

IPUHA OJIEKCAHZIPIBHA TECJIEHKO,

Xapkiscokull HayioHabHUl yHigepcumem eHympiuiHix cnpas;
ORCID: https://orcid.org/0009-0007-2622-0289,

e-mail: iteslenko@ukr.net

OCOBJIMBOCTI OTPUMAHHA TA BUKOPUCTAHHA EJIEKTPOHHUX JOKA3IB
Y KPUMIHAJIbBHOMY INPOBA/IZKEHHI

AKTya/IbHICTb 1 BaXKJIMBICTh NPOBEEHOr0 JOCJiPKEHHS OOYMOBJIEHI THM, 10 HAyKOBO-
TeXHIYHUU nporpec i cTpiMKUI po3BUTOK iHOpMaLIMHUX TEXHOJIOTIH B yCix chepax cycniib-
HOTO >KUATTS CYTTEBO BIJIMHYJIM Ha NOSIBY HOBUX BU/JIB KPUMIHA/JIbHUX IPAaBONOPYILIEHb. 3J10-
YHHIL BCe 4YacTillle BUKOPUCTOBYIOTh KOMIT'IOTEPHI CHUCTEMH ¥ iHILII MOPTAaTHUBHI MPHUCTPOI 3
METOI0 BYMHEHHS NMPOTUIPaBHUX Ail. Ha cborogHi y BcboMy cBiTi 3a fonoMororo iHdpopma-
[iHHUX TEXHOJIOTiN BYMHSETHCA 6e3/1i4 KPpUMiHa/JIbHUX MPABONOPYIIEHb — BiJl 3BUYANHOr0
H1axpaicTBa B Mepexi [HTepHeT 0 3arpo3u TePOPUCTUYHOrO akTy. CaMe TOMY OJHUM 3i CIlo-
co6iB edpekTrBHOI Pikcalii (JOKyMeHTYBaHHS) BUMHEHHS TaKol MPOTUIPABHOI Ai/IbHOCTI €
OTPHUMaHHs (36MpaHHSA) NPAaBOOXOPOHHUMH OpraHaMH eJIEKTPOHHHUX JI0Ka3iB y KpHUMiHa/b-
HOMY IIPOB3/PKEHHI. Y IIbOMY MUTAHHI KJIIOY0BY POJib BiZiirpaloTh JOKa3y, 3aBSIKU IKUM $o-
PMYETbCS OKa30Ba 6a3a, 10 A€ MOXKJIMBICTh MOBIOMUTH 0C06i PO MMiJ[03py, HAPABUTH 0
CyZly 0OBHMHYBAJbHUH aKT i NPUHHATH OCTAaTOYHE CyJI0Be pillleHHs PO BUHYBATiCTh (HEBUHY-
BaTicTb) 0co6M y BUMHEHHI KOHKPETHOrO KpUMiHaJbHOTO MpaBolopylieHHs. /locirHeHHs
03HAYeHOro 3aBJlaHHs1, 6e3yMOBHO, 0O0YMOBJIIOE HEOOXiAHICTD 3AilMicHeHHS crenudiyHoI mpo-
LiecyaJbHOI NpoLeAypy BUIYyYeHHS eJIeKTPOHHHUX J0Ka3iB y KPUMIiHAJbHOMY NpPOBA/KEHHI,
sIKi Hapasi He 3HAHIJIM CBOTO YiTKOTO 3aKpilJIEHHsI B YAaCTHHI iX 36MpaHHs, 1110 MPU3BOAUTH
Jl0 HEITOOJMHOKUX BUNA/IKiB BU3HAHHA Cy/JaMU TaKUX [JOKa3iB HeZJOMyCTUMHUMH.
[IpoaHani30BaHO TOYKM 30pYy HAyKOBIIB 100 TJAyMa4yeHHA NOHATTSA eJIeKTPOHHUX J0Ka3iB;
HaBeJleHO 3aKOHO/IaBYe TPAaKTyBaHHS 11bOro TepMiHa (Ha BifMiHy Bif KpuMinanbHOro nporie-
CyaJIbHOTO KOJleKCy YKpaiHM B iHIIMX NpoLiecyaJbHUX KOJEeKCax 3aKpinjieHo MOHATTS eseKT-
POHHUX J0Ka3iB); JOC/IIKEHO CYJJOBY NMPAKTUKY 3 NUTAaHb BU3HAHHSA €JEKTPOHHUX [Jl0Ka3iB
JONYCTUMUMH /HeJ0NYyCTUMUMHU; BU/IIJIEHO OCHOBHI 03HAKH eJIeKTPOHHUX JI0Ka3iB.
3BaXKaruu Ha II0JIeHHe BYNHEHHs POCIHChKOKW deepalli€lo Ha TepUTOpii YKpaiHU BOEHHUX
3JIOUYMHIB, KOHCTATOBAaHO HEOOXiAHICTh 36MpaHH4 Ta ¢ikcalil Joka3oBoi iHpopmarii mogo Ta-
KHUX 3JI0YMHIB i3 BiJKPUTHX /pKepeJ, 110 B MOAA/bIIOMY 3a6€3MeYUTb NPUTATHEHHSI BUHHUX
0Cib 10 KpUMiHa/IbHOI BiZIIOBiJaIbHOCTI.

[lix, 4ac BMBYEHHS 0COGJMBOCTEN OTPUMaHHS TAa BUKOPHUCTAHHS €JIeKTPOHHUX JOKasiB y
KpPUMiHa/IbHOMY NPOBA/KEHHI 3aCTOCOBAHO 3araJlbHOHAYKOBI Ta Clellia/lbHO-HAYKOBi MeTo-
JlM, 30KpeMa JiaJIeKTUYHUH, popMasbHO-JIOrYHUH, OPIBHAIbHO-IpaBOBUH. KoxeH 3 ykasa-
HUX METO/iB OYyB BUKOPHUCTAHUHM Ha MEBHOMY eTalli BUBYEHHSI 0COGJMBOCTEN OTPUMAaHHSA Ta
BUKOPHUCTAHHA eJIEKTPOHHUX [J0Ka3iB Y KPUMiHa/JbHOMY IIPOBA/KEHHI.

Karuosi cro8a: npoyec dokasysaHHs, ompumaHHs (36upaHHsi) dokasis, dxcepesia dokasis, ese-
KmpoHHI doka3u, yugposizayis, 36uparHHa dokasie i3 eidkpumux dxcepe.
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