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MEXIy co0o0if poieit u QpyHKIHMH, ¢ HENbI0 COBEPIICHHUS TSHKKUX M 0CO00 TSIKKHX IPECTYIUICHHH,
U1 (YHKIIMOHUPOBAHUS KaK CaMOH MPECTYMHOW OpPTaHW3ALUH, TaK M JPYTUX MPECTYMHBIX TPYIIL
ITon omepaTuBHO-PO3BICKHBIM MPOTUBOJIEHCTBUEM TNOAPA3ACICHUSIMA KPUMHUHAIBHON MOIUIUH Op-
TaHU30BAHHOM TPECTYIMHOCTU OOIICYTOJIOBHOM HAIPABICHHOCTH CIICIYCT TIOHUMATh 3aKOHOJATEIIEHO
OMpPEICAEHHYIO IICTICHATIPABICHHYIO JICITCIBHOCTh KOHKPETHBIX CYOBEKTOB MPABOOXPAHHUTEIHHOM
JIEeSITETILHOCTH, HAIMPABICHHYIO HA OCYIIECTBICHHUE KOMIUIEKCA MEPOMNPHUSATHI C OJIHOBPEMEHHBIM
WCTIOJb30BAHUEM CHJI M CPEJICTB ONEPATUBHO-PO3BICKHON IEATENLHOCTH C LIEJbIO BBISABICHUS U IIpe-
JTYTPEXKICHUS TSDKKAX U 0CO00 TSXKKUX MPECTYIUICHUI OONICYTrOJIOBHON HANpPaBICHHOCTH, COBEP-
IIAEMBIX OPTraHW30BAHHON IPECTYIMHOCTHIO, a TAKXKE ONCPATUBHO-PO3BICKHOTO OOCCIICUCHHsS yro-
JIOBHOTO MPOM3BOACTBA 0 YKAa3aHHO KaTeTOPHH MPECTYIUICHAH.

Kniouesvle cnosa: opeanuzosannas npecmyniocms, 0p2aHU308aHHAS. NPECMYNHOCTb 00Uey20106-
HOU HANPABNIeHHOCMUY, ONEPAMUBHO-PO3BICKHOE NPOMUBOOCIICMEUE, NOOPA30eNeHUs KPUMUHATILHOU
noauyuUuU.

MOROZOVA YA. O. SCIENTIFIC AND PRACTICAL APPROACHES

TO THE CONTENT OF THE CONCEPT OF “OPERATIVE AND SEARCH
COUNTERACTION TO ORGANIZED CRIME OF GENERAL CRIMINAL
ORIENTATION BY CRIMINAL POLICE UNITS”

In order to determine the content of the concept of “operative and search counteraction to organized
crime of general criminal orientation by criminal police units” the author has analyzed general legal
and special literature, and as a conclusion has stated that until now there was no definition of the
concept of “operative and search counteraction to organized crime of general criminal orientation by
criminal police units”. At the same time, there is a significant number of scholars’ opinions about the
content of the definition of “organized crime” or similar ones, including “transnational crime”, “in-
ternational crime”, etc.

As a result of the analysis of the empirical material, it has been stated that organized crime has the
following characteristics: stable relations, hierarchy, systemicity, preliminary conspiracy, the unifica-
tion of several persons, the commission of grave or especially grave crimes. As a conclusion, the au-
thor has substantiated that organized crime is a kind of illegal activity committed by the association
of a certain number of persons with the simultaneous division of roles and functions between them in
order to commit serious and especially grave crimes for the functioning of both the criminal organi-
zation and other criminal groups. Considering all this, it has been determined that under the operative
and search counteraction to organized crime of general criminal orientation by criminal police units
we should understand as the legally defined targeted activity of specific law enforcement subjects
aimed at implementing a complex of measures with the simultaneous use of forces and means of op-
erative and search activities in order to detect and prevent serious and especially grave crimes of gen-
eral criminal orientation committed by organized crime and operative and search provision of crimi-
nal proceedings under a specified category of crimes.

Keywords: organized crime, organized criminal of general criminal orientation, operative and
search counteraction, criminal police units.
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BIPOBA/KEHHS IHTEPHET-TEXHOJIOI! 1A Y JISVIBHICTD HAII{OHA.JILHOI )
IHOJIIIII YKPAIHU JUISA OTPUMAHHSA OIIEPATUBHO-PO3INYKOBOI IHOOPMAIIII

Po3mIsiHyTO CYTHICTB 1 NEPCIIEKTHBY BUKOPHCTAHHS Cy4aCHUX IHTEPHET-TEXHOJIOTIH B OIepaTHBHO-
PO3IIYKOBIH AiSUTBHOCTI I/l Yac MOIIYKY Ta BUKOPUCTaHHs iH(opmarii B iHTepecax MmpaBOOXOpPOH-
HUX opraHiB. OxapaKkTepru30BaHO CIIOCOOH 3M00yTTs iHpOpMAIIii B Mepeki [HTepHET Ta 3acTOCyBaHHS
TeXHOIIOTi# 00poOKH iHdopMartii 3a gqormomororo Big Data. OxpeciieHo HU3KY TpoOeM, sKi MatOTh
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Oyt BupileHi 1t epeKTHBHOr0 BUKOPUCTAaHHS iHpOpMaLii, 3100yTOI0 13 T100aIbHOT MEpexKi AJIs
BUPIILICHHS 3aBJJaHb ONIEPaTUBHO-PO3IIYKOBOI JisITBHOCTI.

Knrouogi cnosa: onepamusHo-po3uiykosa OisibHiCmb, ONEpaAmusHO-pOUYKO8a IHpopmayis, iH-
meprem, 2nobanvha mepedca, kibepnpocmip, Big Data.

| P Penkov, S.V. and Shendryk, V.V. (2017), “Introduction of Internet technologies in the activities of the National -
! Police of Ukraine to obtain operational-search information” [“Vprovadzhennia internet-tekhnolohii u diialnist |
| Natsionalnoi politsii Ukrainy dlia otrymannia operatyvno-rozshukovoi informatsii”’], Pravo i Bezpeka, No. 2, |

X pp- 80-85.

IlocTanoBka nmpoodaemu. /st ycminmHoro Bu-
pITIICHHS 3aBIaHb OTIEPATHBHO-PO3MIYKOBOI JisUTh-
HOCTI BigmoBigHUMHU cyO’extamu HarioHansHOT
nofimii Ykpainu Mae OyTH HajaroHKEHOIO OpraHi-
3aIlisl cUCTeMH Oe3MepepBHOIO HAJXOPKEHHS Olle-
PaTHBHO-PO3IIYKOBOI iH(opMarii. Bix iHmux Bu-
TIiB coriabHOI iH(opMarlii iHpOopMaIlito, OTpUMaHy
3 BUKOPHUCTAHHAM CHII, 3ac00iB i 3axoniB OP/I, Biz-
pizasie crenmdika pKepes, METOMIB 1 TAKTHIHHX
MPUITOMIB 11 OTPUMaHHS Ta BUKOPUCTAHHSL.

Indopmarniiina nisUIBHICTH ONEPATUBHUX M-
po3minis HIIY moB’s3aHa, Hacammepen, i3 BHpi-
mreHHsaM 3aBaanb OP/l, sriguo 3 sikumu iH(opma-
1iitHi poriecy mix gac OP/] ciipsimoBaHi Ha TOMTYK
i (ikcaniro (akKTUYHMX NAHUX TPO MPOTUIIPABHI
JISTHHA OKpEeMHX 0ci0 1 TPy, BiANOBiAaIbHICTH 32
sKi iepenoadena KpuminaasHIM KOZeKcoM YKpai-
HH, PO3BiIyBaIbHO-MIAPUBHY MiSUIGHICTh CIIEllia-
JHHUX CITy’)KO 1HO3EMHHUX Jep)KaB Ta OpraHizariii
i3 METOI0 MPUIIMHEHHS NPaBONOPYIIEHb 1 B iHTe-
pecax KpUMIHAJIBHOTO CYJIOYMHCTBA, a TAKOXK Ha
oTpuMaHHsI iHpOpMaIlii B iHTEpecax Oe3MeKu Ipo-
MaJIsH, CycIiibeTBa 1 aepkasu [1]. Kpim 1woro,
iHdopmaniiiai nporiecn B OPJ/] moB’s3aHi 3 mpo-
BEJICHHSM TJIACHUX 1 HETJIAaCHUX 3aXOJliB, CIPSMO-
BaHUX Ha BUSIBIICHHS, OTPUMAaHHSI, MEPEBIPKYy Ta
HAKOIIMYEHHS BiJIOMOCTEH, IO MICTSATh HOBI, pa-
HilllE HEBIJIOMi OTEPATUBHUM IIiJIPO3/LIaM JaHi,
SIKi MarOTh 3HAYCHHS I MPOTHIIl 3JTOYMHHOCTI.
Crig 3a3HAYMTH, 110 11, B TIEPIITYy Yepry, BiTOMOC-
Ti PO KPUMiHAJIbHY aKTHBHICTH OKpEeMHX 0ci0 i
3JIOYMHHUX TPYII, 9ac, MICIE, CTIOCOON BUMHECHHS
3JI0YMHIB 1 TIPUXOBYBaHHA iX CIiAiB, 0OCTaBUHH,
AK1 TIPU3BEIH 0 BUMHEHHS 3II0YHHIB.

Kpim Toro, 1o0yBaHHS ONEpaTUBHO-PO3ITYKO-
BO1 iH(opMaIlii cripsMOBaHE Ha IiBUIICHHS 00i-
3HAHOCTI OTIEPATHBHUX ITiIPO3ILIIB PO KPHUMIHO-
TeHHI TPOIIECH, 0 BHHUKAIOTh a00 iCHYIOTh Ha
TepuTopii (00’€KTi) OMEPAaTUBHOTO OOCITYTOBY-
BaHHS, a TaKOXK MPO 1HIII 0O0CTaBUHU, SIKI MarOTh
3Ha4YeHHs s BUpimieHHS 3aBaanb OPJl. Tomy
MOYKHA 3pOOWTH BHICHOBOK, IIO B CyYacHHX YMO-
Bax iH(oOpMaIliliHO-aHAIITHYHE 3a0C3IeUCHHS [Ti-
SUTBHOCTI CTa€ BaKJIMBUM €JeMEeHTOM iHdopma-
IIHHOTO MTPOTHOOPCTBA TIPABOOXOPOHHUX OPraHiB
i3 BHYTpIIIHIMU Ta 30BHIIIHIMH 3arpo3amu Kpu-
MIHAJIBHOTO XapakTepy.
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OTXke, oOIepaTUBHO-PO3NIYKOBA iH(OpMAITisS
CTpUsie BHPOOJICHHIO TPAKTHYHUX 3aXOJiB BHUPI-
IICHHS] TAaKTHYHHX 1 cTpaTteriunux 3anaHb OP/I.
Haii6inpmmmii iHTepec s OTepaTHBHUX ITiAPO3Ii-
JIB MAlOTh JaHi, 110 JI03BOJISIOTH BUPILIYBAaTH TaK-
TUYHI 3aBIAHHS, TOOTO Taki, Ki MOXYTh MICTUTH
BIZIOMOCTI TIpO KOHKPETHHUX 0Ci0 1 (hakTH iX 370YHH-
HOI nistbHOCTI. Ha wiif migcTaBi miaHyrOThCS Ta
3ICHIOIOTHCS OTIePAaTHBHO-PO3ITYKOBI ¥ 1HIII 3aX0-
I, CTIPSIMOBAHI Ha TIPOTHIIIO K KOHKPETHUM 3J10-
YHHAM, TaK i IX OKpeMuM BuzaMm [2, ¢. 188—189].

PazoM i3 TiM, MO’KHA 3 YIIEBHEHICTIO TOBOPUTH
NpO 3HAYHI 3MiHH, SKi BiAOYBAaIOTHCS B MpoOLIECax
OTPUMAHHA ¥ aHaT3y OIEPaTUBHO-PO3NTYKOBOI
iHpopMmamii B yMOBaX HayKOBO-TEXHIYHOTO IIPO-
rpecy. ChOrojHi ONEpaTUBHUM MiAPO3IiIaM CIIiJT
MPUIIIATH THIBHY yBary BIPOBaDKEHHIO Cydac-
HUX CIoco0iB 3M100yTTS iH(OpMAIIi 3a JOMOMO-
ror0 TII00amsHOT Mepexi IHTepHeT.

Meroro ctaTTi € pO3MIsiA CYyTHOCTI Ta podi
BIPOBAKCHHS IHTEPHET-TEXHOJOTIH y IisUTbHICTD
Harmionansaoi momimii Ykpainu mis BIOCKOHa-
JieHHs iHQopManiiHO-aHAIITUYHOTO 3a0e3NeyueH-
HS B CYJaCHHUX YMOBAX MPOTHIIIi 37TOYMHHOCTI.

Cran gocaimkenns. bararoriaHoBicTh 1 Bce-
OIYHICTB JOCIIKEHb, 1110 POBOIINCH OCTAHHIMHU
pOKaMH CyYaCHUMH BITYM3HSIHAMH HAayKOBISIMU
(K. B. Arronos, O. M. bannypka, b. 1. bapanenxo,
I'. M. biprokog, C. I1. bonsinos, E. O. JlinopeHko,
O. ®. lomxkenkos, I. I1. Kozauenko, 5. FO. Konp-
patbes, 1. M. Huxugopuyk, A. 0. Hemanos,
10. 10. Opino, M. A. Ioropernwkuii, B. B. Illenn-
puk, 1. P. Hlunkapenko, 1. @. XapaGeprom Ta iH.)
B PI3HUX acIieKTax i1 HampsMmax iH(OpMaIiiHOTO
3a0e3MeYeH s TiSUTbHOCTI OTIEPAaTUBHUX ITiIPO37Ii-
JIiB IPaBOOXOPOHHMX OPTaHiB Iij Yac 3AiHCHEHHS
OPJ/l, mo30aBisgse HAac HEOOXITHOCTI JOKJIAIHO
aHaiizyBaTH npaui. Hamu OymyTs po3risHyTi Ju-
me JesKi CyJacHi acrleKkTH iHGOopMaIiiifHoro 3a-
Oe3mnedeHHs TisUTPHOCTI ONEPaTUBHUX IIiAPO3IUIIB
HarionansHoi nomirtii Ykpainu.

Buxnan ocHoBHoro marepiany. Ciin Bim3Ha-
YHTH, II0 YNHHUKAMH, SIKi 3yMOBIIOIOTh HEOOXi/I-
HICTh BUKOpPHCTaHHs Mepexi [HTepHeT y mpoTumii
3JIOYMHHOCTI, €: a)3Ha4yHa JWHaMiKa 3POCTAHHS
iHpopMaLiiHUX pecypciB, sIKi PO3MILIYIOTHCS B
Mepexi [HTepHeT, Ta iH(pOpMAILIi, IpeAcTaBIeHOl
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B mudpoBoMy (opmati, sKa, 3a AOCHIIKEHHIMU
eKCIIePTiB, IMOPOKY TIIOABOIOETHCS; 0) BiIHOCHA
peHTA0EbHICT, BUKOPUCTAHHS TAaKOTO JKepena
iH(opMmaIii, OCKIILKA 1€ HE TIOTpeOye CTBOPECHHS
PO3raly’KeHol arapaTHO-IIPOrpaMHOI iHppacTpyK-
TYpH Ta 3aJTy4€HHS 3HAYHOI KUTBKOCTI MpalliBHUKIB;
B) MOXKJIMBICTh TUCTAHIIIHHOT poOOTH 3 iH(pOpMALli-
€10 Ta HASBHICTH CIICIIAII30BAHOTO MPOTPAMHOTO
3a0e3medeHns], M0 3AlificHIoe I1i aBTOMAaTHYHHI
TIOIIYK 1 CTPYKTYPYBaHHS 32 3aJaHUMH KOPHCTY-
BayeM MapaMeTpamH, Ta J03BOJISIE YACTKOBO KOM-
MIEHCYBATH 1 3aIIOBHUTH MPOTAIMHU B iH(pOpMAaIIii,
sIKa HAJIXOJUTH BiJ TTIACHUX Jkepen [3, ¢. 89-90].

AHaJi3 eKCIepPTHUX OIHOK BHUKOPUCTAHHS
MOKJTUBOCTEH TTI00aIpHOI 1H(OpMAIIiHHOT Mepexki
JOBOAWTH, 1O iH(opMaliiiHa MOIIyKoBa poOoTa
OTIepaTUBHUX Tiapo3aiTiB HarioHamsHOT Tomimii
Ykpainu 3B0UTHCS 10 OaHATBHOTO BUKOPUCTAHHS
pecypciB iHTepHETY A1l BUPIILICHHS BY3bKOIO KOJIa
3apmanp OPJl. Ilposemene C. II. bonBiHOBHUM m0-
CITIJDKSHHS CBITYNTh, 10 OJTHVUM 13 HAWOLIBII ede-
KTHBHHX CITOCOOIB 300pY OIEpaTHBHO-PO3ITYKOBOI
iHbOopMalrIii Ipo 0ci0, SKi CTAHOBIIATH OTIEPATHBHUIMA
iHTEepec, € MOHITOPUHT TII00aNbHOI Mepesxi [HTep-
HeT. [IporpamanMu 3aco6amu, 3a TOTIOMOTOIO SIKFX
3IIACHIOIOTH KOMIT'IOTEpHY PO3BiKY OIEpaTHBHI
TIPaIiBHUKY JlemapTaMeHTy 3aXHCTy €KOHOMIKH, €
momrykoBi cuctemu Google, Yandex, Yahoo,
Rambler Ta iu11, ki TO3BOJNSTE 3AIHCHIOBATH I10-
IITyK 3aBJIsIKA KOMOIHAIT{ KITFOU0BHX CITiB. Bukopu-
CTaHHS IUX TIOIIYKOBUX CUCTEM 3/IiHCHIOETHCS de-
pe3 crarmapTHi Opaysepu Internet Explorer, Opera,
Mozilla, Firefox, Google Chrome Torio [4, ¢. 8-9,
16]. OmepaTvBHI TpaLiBHUKK TaKOX BBAKAIOTH,
0 Hale(eKTUBHIITIM CIIOco0oM 300py iH(opMa-
ii Tpo 0cib, AKi CTAHOBIIATH OTNEPATUBHUIM iHTEpPEC,
€ MOHITOPHHT COIiaIbHUX Mepexk, 30kpemMa «BKo-
HrakTe», «OmpHoxmaccHukn», «Facebook» Toro.
Le nae moxnmBicte otpumatu ortorpadii, Bcra-
HOBHTH POJAWHHI 3B’SI3KH, IPY>KHI, KOMEPIIiiHI 1H-
TEpeCH, MICIIS BiIMOYMHKY TOIIO [5, ¢. 232].

VYTiM, aKTUBHE OCBOEHHS KiOepIpocTopy 3710-
YUHHICTIO TIOB’S3aHE HE JIIIIe 3 BUKOPHUCTAHHIM
MOXKJIMBOCTEH TTI00ATEHOT MEpEeXKi ISl KOOpIUHA-
ITi1 3JI0YMHHOI TISUTEHOCTI, a 1 3 PO3IIUPEHHASM BH-
JIiB KPUMIiHAJIBHOI aKTHBHOCTI, 0 pealli3yrOThCs
OesnocepeHbo B iHTepHETI. KpiM TOro octanHiM
YacoM CITOCTEPIraeThCsl MAacOBE TEPEMIIICHHS 1H-
(hopmarii mpo Bci cepr TPOTUNPABHOI AiSTTBHOCTI
no indopmariiHoro moys inTepuery. CaMe muMH
(hakTopamMH CHOTOJIHI BU3HAYAETHCS 3POCTAHHS
BaKJIMBOCTI MEPEXKEBOTO 1HPOPMALIIITHOTO MOLIYKY
B iHTepecax MPaBOOXOPOHHUX OPTaHiB, 30KpeMa
HarmionaneHoi mominii Ykpainu. 3 orismy Ha 1e,
iHQopMamiiHi pecypcH IHTEPHETY B MisUTHHOCTI
oTIepaTHBHMUX MiApo3niIiB HamioHansHOI mosmimii
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MII[HO TPUMAIOTh TO3MLii OAHOTO 3 OCHOBHHX
JDKEpEJT OTPUMAHHS OTEPATHBHO-PO3NIYKOBOI iH-
¢dopmariii.

CporoHi MEeBHY aKTYaJIbHICTh BUKIIMKAE TIPO-
OJieMa BUSIBIICHHS B IHTEPHETI CTAOLIbHUX KaHAJIB
OTPUMAaHHsI ONEPaTHBHO-PO3IIYKOBOI iH(opMarlii,
iX ymopsiaKyBaHHS ¥ ontuMizaltii. JIs BupimieHHs
IUX NHUTaHb ONEPATUBHUM Miapo3aiiam Hariona-
npHOT modinii YKpainu HeoOXiHO BUBYATH OCOO-
JIUBOCTI PO3MIIIICHHS 1H(pOpMAIli B MEpEKEeBUX
pecypcax Ta 0coOJIMBOCTI 3aCTOCYBaHHS METOH-
KM JUTSI ii BUSIBJICHHSI, TICPEBIPKH 1 ikcartii.

[Mixxig 10 BUBYCHHS METOJIB OTPUMAaHHS OIe-
PaTHBHO-PO3IIYKOBOi iH(pOpMAaLi MOBHHEH CIIUpa-
THCS Ha TIOHSTTS MEPEKEBOT0 COIAIBLHOTO cepe-
JIOBHIIIA 1 MEPEKEBOro 1H(POPMALIIITHOTO MPOCTOPY
(xibGepripocTopy), MO TO3BOJUTH YIPOBAIKYBATH
MepeoBi TEXHONOTI MoIyKy Ta ¢ikcanii iHpop-
Mallii B COLiaTbHUX Mepexkax, popymax, oyorax.

CpOromai MOYKHA BUAUINTH TaKi OCHOBHI THIIN
MepexXeBHX O00’€KTiB, IO MPUBEPTAIOTH YyBary
OTIEpaTHBHUX ITIIPO3ILUTIB: a) MepekeBi 00’ €KTH,
Ha SKHX MOBTOPIOIOTHCS CIPOOH 3IIOUMHHUX MTOCS-
raHb Ta ICHYIOTb YMOBH i iX 3IiIHCHEHHS;
0) caiiTh, yepe3 sKi IMOIIMPIOETHCS COIIAIBHO He-
Oesneuna iHQopMauisi, peanizyloTbCs NPEIMETH,
3a00POHEHI 70 00iry; B) MICISI MEPEKEBOI'O CITiJI-
KyBaHHSI KPUMIHAJIHHO HAJAIITOBAaHUX OCi0. Bax-
JIMB1 U1 BUSABJIEHHS HE3aKOHHUX MiSIHb BIIOMOCTI
KOHIICHTPYIOThCSI Ha MEPEKEBUX pecypcax y BU-
TJISIL CITZIIB IPOTUIPABHOL JisTIBHOCTI, IOCHIaHb
Ha MaTepiand, 3a00pOHEH] 10 PO3MOBCIOKEHHS,
MOBIAOMJICHb 0Ci0, OOI3HAHMX TIPO OOCTABHHH
MiATOTOBKH Ta 3/IIHCHEHHS TPOTU3aKOHHUX JTil.

3 MeToro ¢GOpMYyBaHHS CHCTEMH BHSBICHHSI
OIIEpaTUBHO-PO3IIYKOBOi iH(OpMaLii B Mepexi
IaTEepHET CIMiJ MOCTIHHO 3MIMCHIOBATH KOMILICKC
oriepartiii, CupsMOBaHWA Ha MOHITOPHHT IHTEp-
HET-pecypciB, OCHOBHHMH HampsIMaMH 3/iiCHEH-
HS SIKOTO € OTPUMAHHS 3HAYHHUX OOCSTIB MOTPiO-
Hoi iHpopmarii. Crix 3a3HaYUTH, 10 MOHITOPHHT
IHTEpHET-pecypciB MOKIMKAHUM BUPIIIYBATH Ki-
JIbKa BKIIMBUX 3aBJIaHb; 3MIHCHIOBATH aBTOMATH-
30BaHUH TOIIYK 3arajbHOAOCTYITHHX MEPEKEBHX
iH(hOpMAIIIHHIX PECYPCIB, IO MICTITH 3a00pOHE-
Hy /10 MOLIMPEHHS iHQOopMallito; iHiLiloBaTH Ome-
paTHBHE BHBUCHHS MaTepialliB Ha BUSBJICHUX Me-
pPEXKEBHX pecypcax, IMOB’SI3aHUX 13 iSUTHHICTIO
3JI0YMHHUX TPYII Ta OpraHi3amiii; cocrepiraT 3a
TSUTHHICTIO 0OMEKEHUX U 3aTraIbHOTO JTOCTYITY
MICIIb MEPEKEBOTO CIUIKYBaHHS KpPUMiHAJIbHOI
CHPSIMOBAHOCTI.

OpmHak cmiJl 3a3HAYWTH, 10 CHOTOHI ITOITYK
ornepaThBHOI iH(opMalii He MoXe OOMeKyBaTHUCS
Ta OyTH TTOB’SI3aHUI BUKIIIOYHO 3 Mepekero [HTep-
HeT. Jlenasi 611p10T0 TIOMMPEHHS HAOyBa€e TEPMiH
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i Ha3Boro «Big Datay (Bemuki [lani). Cama HazBa
TepMiHa dye Cy0 €KTHBHA, IIPOTE ICHYE ycTaieHa
IoyMKa, mo Big Data — e cyKynHIiCTh TEXHOJOTIH,
SIK1 TIOKJIMKaHi 3aiHCHIOBATH 3 omepartii: 1) o6poo-
JIATH 3HAYHO OUTHIN Yy TIOPIBHSAHHI 31 «CTaHAApT-
HUMMY CLEHAPIsIMU 0OCSTH NaHUX; 2) MpalfoBaTH
3 TAHUMH, 110 IIBUIKO HAIXOIATH 1 3MIHIOIOTHCS B
JTy’Ke BEITUKHUX 00csrax (JaHuX He MpocTo Oarato —
ix mocTiiiHO cTae Bce Ounbiie 1 Oibmie); 3) mpa-
IIOBATH 31 CTPYKTYPOBAaHUMH T4 HECTPYKTYypOBa-
HUMH JIaHUMHU TapajelbHO B PI3HHX aCIeKTax.
Big Data npumyckaroTh, 0 Ha BXiJ aITOPUTMH
OTPUMYIOTh TOTIK HE 3aBKAU CTPYKTYypOBaHOI
iHpopMawii Ta U0 3 HHOr0 MOYKHA BUTSATTH OiNb-
e, HK ONHY i1ef0. BUKOpHCTaHHS aJTOpUTMIB
Big Data Bu3Ha4ae iCTOTHE PO3LIMPEHHS CIEKTpa
HOBUX TEXHIYHHX JIKEpeJ ONepaTUBHO-PO3IIYKO-
BUX JIaHUX.

CrporojHi y CBITI BiIOyBa€ThCs IHTCHCUBHE TTe-
pEeBEACHHS Maibke Bcie€i mocTymHOi iHbopMariii B
mudpoBuii popmaT. 3a HESIKUMU EKCTICPTHUMH
OIliHKaMH, «IIH(pOor0» HE OXOILICHO JIUIIE OJH3b-
k0 4-5 % iadopmartii, mepeBakHa OLTBIIICTH AKOT
30epiraeTbCs Ha MarHITHUX HoCisAX iHGopMamii B
KOMIT FOTEPHHUX CHCTEMaX, [0 MAroTh JIOCTYII JIO
robanpHoi Mepexi. lle BimkpuBae HeoOMexeHi
MOJKJTUBOCTI JIJISI OTIEPATUBHOTO TIOIMIYKY iH(Op-
Martii. YTiM, aHaji3 HeCTPYKTYPOBaHUX JaHUX, IO
TeHEPYIOThCA PI3HUMHU JDKEpETaMH, 3aJIHLIA€ThCs
CKJIQJIHUM 3aBIIaHHSIM, JUISI BUPIIICHHS SKOTO (ho-
PMYIOTBCSL TaKi cydacHi KOHLENTYalbHI MiIXO.IH,
sk Big Data.

OXOIUICHHS JKUTTEMSUIPHOCTI JIIOACH cydac-
HHMH TEXHOJIOTISIMU BUTJIAAa€ Bpaxaroye. [lo me-
PENiKy TPHUCTPOIB 1 MOCIYT, IO IiATPUMYIOTHCS
MOKJIMBOCTSIMA LMGPOBOI (ikcamii, MOXXHa Bil-
HECTH BUKOPUCTAHHSL:

— TIOCIIYT CTiIIPHUKOBOTO 3B’ SI3KY;

— PI3HOMaHITHUX MOOUIBHUX MPUCTPOIB, IIO
3a0e3MevyI0Th JIOCTYI JI0 MEPEKEBHUX JIOKATBHIX
Ta IHTEpPHET-PECYPCiB;

— MIPUCTPOIB BipTyaJIbHOT peasbHOCTI 171 Oe3-
MIEPEPBHOTO JIOCTYIy OCi0 A0 MOOITEHOTO Tele-
KOMYHIKAI[IfHOTO CepeloBUIIA, L0 JAIOTh JIIOAU-
Hi MOKJTUBICTD OIIEPATHBHOTO NMIPUHHATTS PIIICHD
(mampuknan, okyisipu «Google» monermyoTh
OpiEHTYBaHHS B HE3HAWOMOMY MICIIi, JOrOMara-
I0Th Y TIONIYKY 00’€KTIB 1 TOOYIOB, TOTIOMAraroTh
y pexumi «online» oTpuMyBatH iH(popMaLiio mpo
XapaKTEPUCTUKH OKPEMHUX TIPHCTPOIB TOIIO);

— CHCTEM TEOTO3UIIIOHYBaHHS, SIKi 3a0e3meuy-
I0Th MPUB’3KY (i3MYHUX OO €KTIB JO KOHKPET-
HUX reorpaigyHUX KOOPIUHAT Ha MICIIEBOCTI;

— TeXHOJNOril po3mi3HaHHs (i3uuHuX 1 THdpo-
BHX 300pakeHb (0OJIMY, MICIIEBOCTi, HOMEPIB aB-
TOMOOLUTIB, PI3HUX ayIio 3BYKiB TOIIIO);

&3

— 00JalHAaHUX y TPOMAJICBKUX MICISAX Bieo-
KOMIDICKCIB, sIKi 3a0e3MedyioTh PO3Mi3HAHHSI B
HATOBII OOJIMY, Y TOMY YHCJ BiAXHWJICHHS €MO-
MIHHOTO 1 ICUXO(I3UIHOTO CTaHy OKPEMHX OCi0;

— OE3MUTOTHUX JIITAIBHUX arapariB sl BiTeo-
MOHITOPUHTY TEPUTOPii 1 00’€KTIB 3 MeTOI0 (iK-
CyBaHHS TIOMiH, IO CTAaHOBJATH OIEPATHBHUIN
iHTepec (HampHKial, BUKOPUCTaHHSI iX B 30HI
MPOBEJCHHS AHTUTEPOPUCTHYHOT Oneparii);

— HATUTBHUX JATYHKIB (HAMPHUKIA, y TPaBO-
OXOPOHHIH MisTTBHOCTI JUIsl BiZICIiIKOBYBaHHS (ha-
KTHYHOTO 3HAXOKEHHS 0cib, cBoOoma mepecy-
BaHHS KX 0OMEXEHA 3aKOHOM);

— «PO3YMHHUX peyeid», OCHAIIEHHX MIKpOIIPO-
mecopaMu 3 (YHKIiSIMH 3TiHCHEHHS OOMIHY [1a-
HUMHU 3 TeJeKOMyHIKalliiHUMH Mepexkamu (Ha-
TIPUKJIAJ, CUCTEMa «PO3YMHOTO JOMY», ITOOYTOBI
NPWJIIM, OPTTEXHIKA, HaBIraiiHi CUCTEMH aBTO-
TpaHCTIOPTY, 1H(OpPMaLiiiHI NaT4YMKU B MiCILIX
TPOMaJICHKOT0 KOPHCTYBAaHHS TOIIIO);

— koHnenuii «inrepHety peuei» (IoT), mo nae
MOYKITUBICTB JIFOAWHI 33/I0BOJIGHATH 3aITUTH KOPHC-
TYyBadiB 3a pPaxyHOK PpO3MIMUPEHHS iX MepekeBOi
B3a€EMOJIII 3 OTOUYIOUMMH 00’ekTamu. IHTEpHET
pedeii — 11e MUpoKa Mepeka MPUCTPOIB, ITiIKITIO-
YEeHUX 10 IHTEpPHETY, B TOMY YHUCIi cMapT(OHiB,
IUIAHIIETIB 1 TPAKTHIHO OYyIb-SIKUX «peUcii»,
OCHAINIEHUX JaTIYUKaMH (aBTOMOOLTIB, POMHCIIO-
BOr0 00JIaJIHAHHS, PEAKTHBHHUX JABUTYHIB, HA)TOBUX
BHITIOK, III0 HOCATKLCS MPUCTPOI, Ta 6ararto iHIIoro).
Bci mi «pedi» 30uparoTh 1aHi i OOMIHIOIOTHCSI HUMH.

OcranHIME pOKaMH MOXKHA CIIOCTEPIraTH CHC-
TEMAaTHIHUN Ta HEYXWIHBHHHA PO3BUTOK KOHIICTIIIT
«lHTepHeTy BchOroy». TexHONOris MiDKMAITHHHOL
B3aemozii (machine-to-machine, M2M) 3natHa 3a-
Oe3neunTr HeOyBaTy MPO30PICTh MPAKTHYHO OYIb-
SIKOT Talmy3l SKHTTEMSUTLHOCTI JIFOACH: KOMITaHil
chepu XKKI' Ta KOMyHIKalIiil 30aTHI IPOrHO3YBATH
1 3amobiraTu nepedoi B HaJaHHi MOCIYT; aBiaKOM-
MaHii BiITAIECHO BiJICTEXKYIOTh 1 ONTHMIZYIOTH PO-
00Ty JiTaKiB; OopraHisawii OXOPOHH 3IOPOB’Sl TPO-
MOHYIOTh JIIKYBAaHHSl 3a pe3y/lbTaTaMH aHaji3y
TCHOMY B peaJTbHOMY Yaci ToIo. MOKIMBOCTI Mi-
KMAIIMHHOI B3a€MO/Ii1 PaKTUYHO OE3MEXHI.

3aBOSKH TIOCTIHHOMY 3HIDKEHHIO BapTOCTI
30epiranns iHpopmanii B unudposiid Gopmi, 1m0
HAJIXOIUTh 13 PI3HUX MEPEKEBHX HKEpEN, BeJH-
Ye3HI MAcHBH JAaHUX MOXKYTh OyTH 30epexeHi i
aBTOMAaTHYHO OOpoOJeHi. Yci po3rIsHyTI Hamu
BHIIIE TEXHOJIOTII Ta TEXHOJOTIYHI 3acO0M IOpO-
JDKYIOTh BeNMKi o0csru mudpoBux maHux (Big
Data), mo cTaHOBISTH ONEPATHUBHUE iHTEPEC, MO-
KyTh OyTH 3adiKCOBaHI Ta BUKOPHCTaHI Iia dac
OIIEPaTUBHO-PO3IIYKOBOI AiSUIEHOCTI.

Opnnak i ycmimHoro BuKopucTanusa Big Data
B OTIEPAaTHBHO-PO3NTYKOBOI JiSUTHEHOCTI HEOOXiTHO
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BUPIIIUTH HHU3KY JOCTATHHO CKJIAJHHUX OpraHiza-
MIHHUX, TEXHOJIOTIYHUX 1 MPAaBOBUX IHTaHb, Ta-
KHX SIK CTBOPEHHS TEXHIYHOI ¥ TEXHOJOTIYHOT
0a3m, a TakoXK, HacaMIIepe I, 3aKpIIICHHS MPaBo-
BUX HOPM, IO PETYJIOIOTHh MOPSIOK IOCTYITy Ta
Bukopuctanusa Big Data. [IpaBoBa pernameHrartis
BuKopuctanHs Big Data mae Oytu moB’s3ana, B
nepiry 4epry, 3 NMUTaHHSAMH 3a0e3NeUeHHs MpaB
TPOMAJIH, i3 BHU3HAYCHHSIM MEX IOBHOBaXXCHb
OTICpaTHBHMX ITiPO3LTIB MO ITi T 9ac 3100yT-
TS iHpopMaLii 3 KibeprpocTopy, 3 periaMeHTari-
€10 B3aEMOJIIi ONEpaTopiB 3B’S3KY, IMPOBaKEpiB
IHTEpHET-pecypcCiB, BIACHUKIB iHpOpPMALiHHUX
CUCTEM TOINO. BUpilieHHs MUX MMPaBOBUX MHUTaHb
CTBOPHUTh YMOBH [UIS PO3IIUPEHHS MPAKTHIHOTO
BUKOPHUCTaHHS B OIEPATUBHO-PO3ITYKOBIH JTisTb-
HOCTI TexHoJjoriit 00poOku Big Data, sike, y cBoto
4yepry, J03BOJIUTh BHUPIIIYBATH IMUPOKUA CIEKTP
OTIEPaTUBHO-PO3IIYKOBUX 3aBIaHb!

— 3a0e3MeYnTH MONTYK, 30UpaHHs Ta CUCTeMa-
TH3anio iHdopmauii mpo cy0’€KTiB ONepaTUBHOT
yBary;

— ¢ikcyBaTH CoOIiaTbHY aKTHBHICTH Ha3BAHOL
KaTeropii oci0, BAHUKHEHHS Ta 3MiHH iX Mepexe-
BHX 3B’5I3KiB, aHAI3yBaTH CTYIIIHB iX IHTEPECIB 110
KOHKPETHHX TE€M, II0 OOrOBOPIOIOTHCS B MiCLSIX
MEPEKEBOTO CITLTKYBAHHST,

— BIZICTeXKYBaTH TOSBY B KibepmpocTopi iHpo-
pMariii i3 XapakTepUCTHKaMH, IO BKa3yIOTh Ha
BHCOKY WMOBIPHICTD ITITOTOBKH a00 BYMHCHHS
3JI0YMHIB, 13 HACTYITHHM OpIEHTYBaHHSAM Ha IIIO
1H(OpMAIIif0 OTICPATHBHUX MPAIliBHUKIB;

— OymyBaTH Ta TIEPEBIPSATH B aBTOMATH30BaHO-
MY PEKUMI ONlepaTUBHO-PO3LIYKOBI BEpCii;

— BUSIBIISITH YTPYNOBAaHHS KPUMIHAJIBHOI CTIpS-
MOBAHOCTI, BU3HAYaTH 1X CIIEIlialli3alliio, CTYIiHb
OpTaHi30BaHOCTI, PO3MOJII POJEH, XapakTep He-
OUYCBUIIHUX 3B’SI3KIB MK (pirypaHTaMu Ta iX MpHu-
YETHICTH 10 THUX Y 1HIIUX MO,

— OyIyBaTH «IOBEAIHKOBI Mpodit» st ocio,
SIKI BUMHSIOTH 3JI0YMHH TIEBHUX BUIIB, 1 hopMyBa-
TH Ha L1l OCHOBI IOBEIIHKOBI TIIOTE3H;

— TMOKpAITyBaTH IUIAHYBaHHS ONEPAaTHBHO-PO3-
IIYKOBHX il 3a JOMOMOTOI OOJIKY CKJIaTHOT

CYKYIHOCTI YUCIICHHUX (DaKTOPIB, IO BIUIUBAIOThH
Ha PO3BUTOK KOHKPETHOI OINEpPaTUBHO-TAKTUYHOI
CUTYyaIlii;

— BU3HAYATH ONTHMAJLHI BapiaHTH e(eKTHB-
HOTO YITPaBJIIOYOTO BIUIMBY Ha BUSBJICHI B COITia-
JBHUX MEpPeKax CHUTBHOTH 1 TPy KPUMiHAIBHOT
CIIPSIMOBAHOCTI HAa OCHOBI MOJICTIOBAHHS Xapak-
TEPUCTHK TaKUX TPYIL;

— GopMyBaTH KOMIDIEKC METOJMYHHUX PEKOME-
HIAIii Ha OCHOBI aHaMi3y 1HPOPMAIIIHHOTO MacH-
By Big Data Bcix ornepaTHBHO-PO3IIYKOBHX CHTY-
arfii i BapiaHTiB iX pO3BUTKY.

BaxumBo Te, mo Ha3BaHI MOXIIUBOCTI CTBO-
PIOIOTh TEXHOJIOTIYHY OCHOBY BUKOPHCTaHHS OTIC-
PaTUBHO-PO3IIYKOBUX METOIB ISl TPOTHO3YBaH-
HSl PI3HOMaHITHUX COIiAJIbHO HEOE3MEeUHNX MOil
Ta X CBO€YACHOTO TorepemkeHHs. [Hpopmartiitai
cucteMd Ha ocHoBi Big Data «cmpsmoBani Ha
NpoQINaKTUKy 3JI0YMHIB LUIIXOM iX MpPOTHO3Y-
BaHHS 2K JI0 BUSBIICHHS MTPUBATHUX OCi0, K1 MO-
XKYTb 1X BUNHUTIY [6].

BucnoBku. EdextuBHe BuHKOpHCTaHHA Big
Data B onepaTHBHO-PO3ITYKOBOI JisUTEHOCTI MOX-
JIUBO JIMINIE 32 YMOBH HE TUIBKH CTBOPEHHS JIOPO-
roi TEXHOJIOTIYHOT OCHOBHU Ta ()OPMyBaHHS BiAIO-
BiJTHOT MpaBOBOI 0a3M 3aCTOCYBaHHS 3a3HAUCHHX
TEXHOJIOTIH, a 1 BUPIMICHAS CKIAQIHUX IMTUTaHb Ka-
IpoBOTO 3a0e3redeHHs. 3aTpeOyBaHiCTh (haxiBIIiB
3 00pOOKM JaHWX BKpail BUCOKA B YCHOMY CBITI.
OmHak cTaHmapTH, 3a SIKUMH CHOTOHI TPOXOIUTH
MiaroToBka (axiBLiB ISl CIY>KOU B OINEPATHBHUX
MiAPO3IUIaX MOJIiMii, Toci He mepeadadaroTh OTPH-
MaHHS TIMOOKHWX 3HAHb NMPO METONM OTPUMAHHS
iHdopmarii, HeoOXifHI IS MOWIYKY MOTEHLIHHMX
TIPABOITOPYIITHUKIB 1 PO3CIiAyBaHHS 3JIOYMHIB B
cydacHOMy iH(popMaliifHoMy mpocTopi Ta ¢op-
MYyBaHHsI BIIITOBITHAX YMiHb 1 HABUYOK.

Ha »xainb y HUX BiACYTHI TaKOX BUMOTH HaOyT-
TS HAaBMYOK aHAJITUYHOI AIUIBHOCTI. BogHodac B
YMOBaX, KOJIM OpraHi3oBaHa 3JO0YHMHHICTH MPOSB-
Jisi€ iHTepec o TexHouorii Big Data, BincraBaHHs
OIIEPATUBHUX IiJPO3ALTIB B OBOJIOJIHHI HUMH
MIPEICTaBISIETHCA BKpail HeOe3MmeuHNM.
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MEHBKOB C. B., LIEH]IPUK B. B. BHEJIPEHUE UHTEPHET-TEXHOJIOTI' MiA

B JIEATEJBHOCTHh HAIITMOHAJBHOM MMOJIMIIUA YKPAUHBI 115 IMTOJTYYEHUSA
OINIEPATUBHO-PO3BICKHOM NTH®OPMAILIUU

PaccMOTpeHbI CYLIHOCTh U IMEPCIEKTUBBI HCIIOIb30BAHHUS COBPEMEHHBIX HHTEPHET-TEXHOJIOIHI B
OIICPATHBHO-PO3BICKHOM HEATEIHPHOCTH TMPU MOWCKE W MCIOJB30BAHUU WH(OpMAIMU B MHTEpECcax
MPaBOOXPaHUTEIbHBIX OpranoB. OXapakTepu30BaHbl CIOCOObI MoJyueHusI uHpopManuu B cetu MH-
TEpHET U MPUMEHECHHUS TEXHOJOTrUi 00paboTku mHMopManuu ¢ moMomipio Big Data. O603HaueH psi
po6JIeM, KOTOPBIE TOJKHBI OBITh PemIeHb! st 3(Q(HEKTUBHOTO WCTIOIB30BaHUs HH(POPMAITHH, MTOITY-
YEHHOU W3 TTI00aTBHOW CETH JJIs PELICHUS 3a]1a4 OIePaTHBHO-PO3BICKHOM JeITCITFHOCTH.

Knrouesvle cnosa: onepamusHo-po3viCKHAsL 0essmeabHOCHb, ONePAMUBHO-PO3bICKHASL UHGOpMayus,
unmepuem, enobavHas cems, Kubepnpocmparcmeo, Big Data.

PENKOV S. V., SHENDRYK V. V. INTRODUCTION OF INTERNET TECHNOLOGIES
IN THE ACTIVITIES OF THE NATIONAL POLICE OF UKRAINE TO OBTAIN
OPERATIONAL-SEARCH INFORMATION

The article considers the essence and prospects of using modern Internet technologies in operational
search activities when searching for information in the interests of law enforcement agencies. Atten-
tion is paid to the ways of obtaining information in the Internet and the application of information
processing technologies with the help of Big Data.

Today in the world there is an intensive transfer of almost all available information in digital format.
According to some expert estimates, “the figure” does not cover about 4-5 % of the information.
And the vast majority of such information is stored on magnetic storage media in computer systems
that have a connection to the global network. Of course, this opens up unlimited possibilities for
prompt information retrieval. However, the analysis of non-structured data generated by various
sources remains a difficult task for which modern day conceptual approaches in the form of Big Data
are formed.

A number of problems have been identified that need to be solved for the effective use of information
obtained from the global network to solve the tasks of operational-search activity.

Keywords: operatively-search activity, operatively-search information, Internet, global network, cy-
berspace, Big Data.
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HIAI'OTOBKA TA ITPOBEJAEHHSA OBIINYKY I YAC PO3CJIIAYBAHHA
HE3AKOHHOI'O BUJOBYBAHHSA KOPUCHUX KOITAJIMH
3ATAJIBHOJAEPKABHOI'O 3HAYEHHSA

OxapakTepr30BaHO KPUMIHAIICTUYHI Ta NPOLECyalIbHI 0COOIMBOCTI OOIIYKY JKHMTJIA YU 1HILIOTO BO-
JIO/IIHHSL 0COOM TiJ] Yac pO3CIilyBaHHs HE3aKOHHOTO BUAOOYBaHHS KOPUCHHUX KONAJIMH 3arajbHOe-
pkaBHOTO 3Ha4YeHHs. [IpoaHasi3oBaHO OKpeMi peKOMEHALii 100 MiArOTOBKY Ta MPOBE/ICHHS BKa-
3aHo1 ciimuoi (po3urykoBoi) aii 3 Meroro miiBuieHHS 1i edexTnBHOCTI. Bu3Haueno kpurepii
Kitacugikanii IpeaMeTiB, sKi € 00’ €KTOM MOUIYKY MiJ 4ac po3CIIiyBaHHS HE3aKOHHOTO BUI0OYBaH-
Hsl KOPHCHHMX KONANHMH JepaBHoro 3HaueHHs. OcobIuBY yBary NPUIUICHO CHCTEMi TaKTHIHHX
npuioMiB OOIIYKY TiJl Yac PO3CIiAyBaHHS HE3aKOHHOTO BHAOOYBAHHS KOPHCHHUX KOIAJHH 3araiib-
HO/ICp>KaBHOTO 3HAUCHHSI.

Kniouosi cnosa: nesaxonne 8udoOyeammst, KOPUCHI KONAIUHU, KPUMIHATbHE NPOBAOICEHHS, CIOUL
(po3utyKosi) Oii, 06UYK, KIONOMAHHS NPO NPOBEOEHHS OOULYKY.
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